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Nothing can stop us from talking about privacy, including a pandemic! Today, the Australian Office of the
Australian Information Commissioner (OAIC) issued guidance on the collection, use and disclosure of personal
information during the COVID-19 pandemic (Guidance).

It mainly serves as a reminder to organisations that even in these pressing times, they must comply with the
Australian privacy regime. However, it also highlights what organisations can collect and do with personal
information for the purposes of preventing and managing the spread of COVID-19.

Our key takeaways highlight what organisations can collect and what they then can do with the information.
These include:

= Primary purpose of collection — organisations can collect personal information, including sensitive health
information, from their employees or visitors and then use or disclose it if the use or disclosure is related
to the primary purpose of collection. In these circumstances, organisations collecting health information
for the purpose of preventing or managing the risk and/or reality of COVID-19 can use and disclose that
information to ensure that necessary precautions are adopted in relation to that individual and any other
individuals.

= Permitted general situation — a 'permitted general situation' exists where the collection is undertaken to
'lessen or prevent a serious threat to the life, health or safety of any individual, or to the public health or
safety'. In the current pandemic environment, organisations can collect, use and disclose necessary
health information of its employees and visitors if in doing so the aim is to assist in preventing the spread
of COVID-19.

= Employee exemption — organisations can also rely on the employee records exemption under the
Australian privacy regime which exempts organisations from having to comply with the requirements of
the Australian Privacy Act 1988 (Cth) and the Australian Privacy Principles.

While organisations may have wide powers to collect, use and disclose personal information from their employees
and visitors to assist containing the pandemic, the Guidance reinforces that organisations must still ensure that
they limit the collection, use and disclosure of personal information to only what is necessary to prevent and
manage the spread of COVID-19.
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Organisations should therefore avoid collecting information which go beyond what is reasonably necessary for
this purpose, and must still take reasonable steps to keep the information secure from unauthorised disclosure
and access.

To keep up-to-date with developments in this area, you can sign up to our CyberWatch: Australia blog at:
www.cyberwatchaustralia.com. Simply add your email address under "Subscribe to Blog Updates”.
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This publication/newsletter is for informational purposes and does not contain or convey legal advice. The
information herein should not be used or relied upon in regard to any particular facts or circumstances without first
consulting a lawyer. Any views expressed herein are those of the author(s) and not necessarily those of the law
firm's clients.
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