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DOJ s Cease And Desist Advertising Letter
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Key Language In The Letter

[A]dver t isements for In ternet gambling and offshore 
spor t sbook opera t ions a re ubiquitous on the In ternet , in 
pr in t ads, and over the radio and television .  The sheer 
volume of adver t isements for offshore spor t s books and 
online casinos is t roubling because it misleads the public 
in the United Sta tes in to believing tha t such gambling is 
lega l, when in fact , it is not .  Because some of your 
organiza t ion s members may be accept ing money to 
place such adver t isements, the Depar tment of J ust ice, 
as a public service, would like you to be aware tha t the 
en t it ies and individua ls placing these adver t isements 
may be viola t ing var ious sta te and federa l laws and tha t
en t it ies and individua ls tha t accept and run such 
adver t isements may be a iding and abet t ing these illega l 
act ivit ies.
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More Key Language

Notwithstanding their frequent cla ims of legit imacy, 
In ternet gambling and offshore spor t sbook opera t ions 
tha t accept bet s from customers in the United Sta tes 
viola te Sect ions 1084, 1952, and 1955 of Tit le 18 of the 
United Sta tes Code, each of which is a class E felony.  
Addit iona lly, pursuant to Tit le 18, United Sta tes Code, 
Sect ion 2, any person or en t ity who a ids or abet s in 
the commission of any of the above-listed offenses is 
punishable as a pr incipa l viola tor of those sta tu tes.  
The Depar tment of J ust ice is responsible for enforcing 
these sta tu tes, and we reserve the r igh t to prosecute 
viola tors of the law.
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Aftermath Example

$7.2 million set t lement with The Spor t ing 
News announced J an . 20, 2006 ($4.2 million 
fine & $3 million of public service 
announcements tha t on line gambling is illega l).



6

Statutes Identified In DOJ s 
Cease and Desist Advertising Letter

The Wire Act, 18 U.S.C. §1084

The Travel Act, 18 U.S.C. §1952

The Illegal Gambling Business Act, 18 U.S.C. §1955
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The Wire Act
In relevant par t --

Whoever being engaged in the business of bet t ing or 
wager ing knowingly uses a wire communica t ion facility 
for the t ransmission in in tersta te or foreign commerce of 
bet s or wagers or in format ion assist ing in the placing of 
bet s or wagers on any spor t ing event or contest , or for the 
t ransmission of a wire communica t ion which en t it les the 
recipien t to receive money or credit as a result of bet s or 
wagers, or for in format ion assist ing in the placing of bet s 
or wagers, sha ll be fined under th is t it le or impr isoned not 
more than two years, or both .
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Current DOJ Position In A Nutshell
ANYONE ENGAGED IN THE BUSINESS OF 
BETTING OR WAGERING (i.e., gambling business) 
WHO, OVER THE INTERNET, TRANSMITS BETS 
OR WAGERS, OR INFORMATION ASSISTING IN 
THE PLACING OF BETS OR WAGERS, OR A 
COMMUNICATION THAT ENTITLES THE 
RECIPIENT TO RECEIVE MONEY OR CREDIT AS 
A RESULT OF BETS OR WAGERS VIOLATES THE 
WIRE ACT, WITH NO EXCEPTIONS.
The DOJ s position assumes the Internet is a wire communication 
facility, a lthough no U.S. appella te cour t has direct ly addressed 
tha t issue, and ignores the decision of the U.S. Cour t of Appea ls 
for the F ifth Circu it tha t the Wire Act addresses only spor t s 
wagering, not casino-style gambling.
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The Travel Act
Whoever t ravels in in tersta te or foreign 

commerce or uses the mail or any facility in 
in tersta te or foreign commerce, with in ten t to 
(1) dist r ibu te the proceeds of any un lawful 
act ivity; or (3) otherwise promote, manage, 
establish , ca r ry on , or facilit a te the promot ion , 
management , establishment , or ca r rying on , of 
any un lawful act ivity, and thereafter per forms or 
a t t empts to per form (A) an act descr ibed in 
paragraph (1) or (3) sha ll be fined under th is 
t it le, impr isoned not more than 5 years, or 
both
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Travel Act Cont d

Unlawful act ivity under the Travel Act 
includes any business en terpr ise 
involving gambling in viola t ion of the 
laws of the Sta te in which they a re 
commit ted or of the United Sta tes [i.e., 
the Wire Act ].

In other words, to viola te the Travel Act , the 
pr incipa l must fir st commit a gambling offense 
under sta te or federa l law.
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The Illegal Gambling Business Act

Whoever conducts, finances, manages, supervises, 
direct s or owns a ll or par t of an illega l gambling 
business sha ll be fined under th is t it le or impr isoned 
not more than five years, or both .

Illega l gambling business means a gambling 
business which viola tes the law of a Sta te or polit ica l 
subdivision in a Sta te; involves five or more persons 
who conduct , finance, manage, supervise, direct or 
own a ll or par t of such business; and has been or 
remains in substan t ia lly cont inuous opera t ion for a 
per iod in excess of th ir ty days or has a gross revenue 
of $2,000 in any single day.
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Illegal Gambling Business Act Cont d

In other words, to viola te the Illega l 
Gambling Business Act , the pr incipa l 
must fir st commit a gambling offense 
under sta te law.  

A viola t ion of the Wire Act will not 
t r igger liability under th is Act .
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Aiding Or Abetting: What Is It?

18 U.S.C. §2(a):

Whoever commits an offense aga inst the 
United Sta tes or a ids, abets, counsels, 
commands, induces or procures it s 
commission , is punishable as a pr incipa l.
(emphasis added).
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The Elements
The individua l or en t ity:

(1)associa tes h imself (or it self) with a 
venture, the purpose of which is to 
commit the cr ime, (i.e., a Wire Act 
viola t ion) and with which the pr incipa l 
(U.S.-facing In ternet gambling opera tor ) 
is associa ted.

All th is element requires is tha t you know you 
are providing services to the pr incipa l; it does 
not require tha t you know tha t the pr incipa l is 
commit t ing a cr ime.
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Elements Cont d

The individua l or en t ity:

(2) par t icipa tes in the venture.

You par t icipa te if the service you provide adds to 
the ability of the pr incipa l to commit the cr ime 
(e.g., makes the pr incipa l s website more 
a t t ract ive to U.S.-based punters, r a ises 
awareness of the website, makes it easier to 
place an on line bet th rough the website, makes 
the website more efficien t or sa fe, etc.)
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Elements Cont d

The individua l or en t ity:

(3) seeks, th rough the services provided, for the 
pr incipa l to succeed in commit t ing the cr ime 
(i.e. to accept on line bet s from U.S.-based 
punters).

This means tha t you know what the pr incipa l is 
doing (accept ing online bet s from U.S.-based 
punters) and the services you provide a re 
in tended to assist the pr incipa l in tha t endeavor .
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Elements Cont d

And:

(4)  The cr ime is commit ted.
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Aiding Or Abetting: What Is It NOT?

To be considered an a ider or abet tor , you DO NOT 
need: 

(1) to have an agreement with the pr incipa l;

(2) to communica te with the pr incipa l;

(3) be present when the cr ime is commit ted;

(4) to benefit from commission of the cr ime;

AND

The pr incipa l DOES NOT need to be indicted for , 
or convicted of, commit t ing the cr ime.
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Willful Blindness Doctrine

The willfu l blindness doct r ine provides tha t 
you act , or acted, with knowledge of a fact 
when, a lthough you do not , or did not , have 
actua l knowledge of the fact , you would have 
had such knowledge had you not chosen to 
avoid seeking out the t ru th for fea r of what 
you might discover .
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Why Is The Willful Blindness
Doctrine Important?

Near ly a ll cr imes include a mens rea (i.e., 
a gu ilty mind ) requirement .  

You cannot commit a cr ime un less you 
engage in the prohibited act ivity while 
having the necessary guilty sta te of mind.  
For the cr imes we are consider ing today 
(including a iding or abet t ing), tha t gu ilty 
sta te of mind is typica lly knowledge of 
the act ivit ies you a re engaging in , tha t a 
cr ime is being commit ted, etc.
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Willful Blindness Cont d

Under the willfu l blindness doct r ine, you can be 
imputed with knowledge, even if you don t actua lly 
have it , if you had reason to know or reasonably 
should have known but did noth ing to invest iga te.  
You are ignor ing the obvious, i.e. the red flags.

E .g., You sell your house for $750,000 to the person 
who cleans your house.  Tha t person pays you in 
cash conta ined in a brown paper bag and asks you 
not to change the name on the deed.  You accept 
the cash and agree not to change the name without 
under taking any invest iga t ion .
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Entity Liability
A corpora t ion may be convicted for the 

cr imina l act s of it s agents, under a theory of 
respondea t super ior .  But cr imina l liability 
may be imposed on the corpora t ion only 
where the agent is act ing with in the scope of 
employment .  Tha t , in tu rn , requires tha t 
the agent be per forming act s of the kind 
which he is au thor ized to per form, and those 
act s must be mot iva ted a t least in pa r t 
by an in tent to benefit the corpora t ion .
United Sta tes v. Cincot ta , 689 F .2d 238, 241-
42 (1st Cir . 1982).
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So Who s At Risk?
Possible Suspect s:

Adver t isers

Payment processors (e-wallet s, credit ca rd 
companies, banks)

Investors/Investment banks

Lenders

Suppliers of technica l suppor t

Suppliers of odds in format ion

Advisors (lawyers, accountan ts, business 
planners, consu ltan ts)
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More Evidence Of DOJ Thinking About 
Aiding or Abetting

In addit ion to DOJ s cease and 
desist adver t ising let ter , there is 
the BetOnSpor t s Indictment 
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Aiding Or Abetting Implications From 
The BetOnSports Indictment

(1) For adver t isers of US facing In ternet gambling sit es:
spent millions of dolla rs in the United Sta tes, 

adver t ising ENTERPRISE-cont rolled In ternet web 
sites and telephone services in magazines, spor t s 
annuals and other spor t s publica t ions, on spor t s 
radio, and on television . ¶ 25.
caused radio adver t isements to be broadcast by 

radio sta t ions across the count ry. ¶ 36(12).
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Implications Cont d

(2) For software providers and those providing technica l 
suppor t to US-facing In ternet gambling sites:

[Defendants] t ranspor ted gambling equipment 
across Sta te and na t iona l borders ¶ 33.
[Defendants] did car ry and send in in tersta te 

commerce laptop computers and software, used, 
and to be used and adapted, devised and designed 
for use in bookmaking ¶ 39.
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Implications Cont d

(3) For investors in and those providing funding to 
US-facing In ternet gambling en t it ies:

Some of these en t it ies provided services to or 
otherwise suppor ted the ENTERPRISE These 
include lega l en t it ies tha t opera ted as fron ts for 
or suppor ters of the ENTERPRISE, and 
en t it ies whose funding and services benefited 
the ENTERPRISE S goa ls. ¶ 19(a).
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Implications Cont d

(4) For providers of banking services to US-facing 
In ternet gambling opera tors:

Another component of the conspiracy was to 
have the [defendants] launder money 
received by the ENTERPRISE in the form of 
illega l wagers and fees. ¶ 34.
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Other Criminal Provisions 
Of Which To Be Wary

Genera l Cr imina l Conspiracy, 18 U.S.C. §371;

Conspiracy to Viola te RICO, 18 U.S.C. §1962(d);

RICO, 18 U.S.C. §1962(a) (using racketeer ing 
proceeds in a business);

RICO, 18 U.S.C. §1962(c) (par t icipa t ing in a 
business through racketeer ing act ivity); 

Money Launder ing, 18 U.S.C. §1956(a)(1); and

Louisiana Gambling by Computer , La . Rev. Sta t . 
Ann. §14:90.3 (as well as laws of other sta tes).
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General Criminal Conspiracy

If two or more persons conspire either to 
commit any offense aga inst the United 
Sta tes, or to defraud the United Sta tes, 
or any agency thereof in any manner or 
for any purpose, and one or more of such 
persons do any act to effect the object of 
the conspiracy, each sha ll be fined under 
th is t it le or impr isoned not more than 
five years, or both .



31

General Criminal Conspiracy Cont d

You could be found guilty of genera l cr imina l 
conspiracy if: (1) you en tered in to an 
agreement to commit a federa l cr ime; and (2) 
you or one of your co-conspira tors does 
someth ing tha t fur thers the commission of 
tha t cr ime.  But , the cr ime does not actua lly 
have to be commit ted.  E .g., You and I decide 
to rob a bank.  I en ter in to a rela t ionsh ip with 
an employee of the bank and convince her to 
give me the combina t ion to the bank s sa fe.  
The employee then turns me in to the police 
before the bank is robbed.  You can be 
charged with genera l cr imina l conspiracy.
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RICO

Congress enacted the Racketeer ing Influenced 
and Corrupt Organiza t ions Act ( RICO ) as 
Tit le IX of the Organized Cr ime Cont rol Act of 
1970.  Although conceived in a context 
pr incipa lly concerned with t radit iona l 
organized cr ime (i.e., the mob ), the sta tu te 
encompasses a broader range of what is known 
as en terpr ise cr imina lity.
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RICO Cont d

Very genera lly, the four provisions of  18 
U.S.C. §1962 prohibit :

(a ) the investment of money der ived from 
racketeer ing act ivity or the collect ion of 
un lawful debt ; (b) the acquisit ion of proper ty 
through racketeer ing act ivity or the 
collect ion of un lawful debt ; (c) conduct ing 
(i.e. opera t ing or managing) an enterpr ise 
th rough a pa t tern of racketeer ing act ivity or 
un lawful debt collect ion ; and (d) a conspiracy 
to commit any of those acts.
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RICO Cont d

The most commonly charged provision of 
RICO, §1962(c), crea tes, in effect , a cr ime 
with in a cr ime because in order for liability 
to a t tach , you must be engaged in a pa t tern 
of racketeer ing act ivity, commonly 
refer red to as predica te act s, and through 
such act ivity have par t icipa ted in the 
a ffa ir s of an en terpr ise.
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RICO Cont d

Racketeer ing act ivity is defined in 18 
U.S.C. §1961(1) to include a host of federa l 
and sta te cr imes, including the cr imes 
defined by the Wire Act , the Travel Act , 
and the Illega l Gambling Business Act .

Not th is kind

of racketeer ing act ivity
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RICO Cont d

An enterpr ise is any individua l, par tnersh ip, 
corpora t ion , associa t ion , or other lega l en t ity, and any 
union or group of individua ls associa ted in fact a lthough 
not a lega l en t ity. 18 U.S.C. §1961(4).  An associa t ion-
in-fact en terpr ise is an ongoing organiza t ion , formal or 
in formal ... [with] var ious associa tes funct ion[ing] as a 
cont inuing unit . United Sta tes v. Turket te, 452 U.S. 
576, 583 (1981).

For an example of an a lleged associa t ion-in-fact 
en terpr ise see ¶ 17 of the BetOnSpor t s indictment .



37

RICO Conspiracy, 18 U.S.C. §1962(d)

It sha ll be unlawful for any person to conspire to 
viola te any of the provisions of subsect ion (a ), (b), or 
(c) of th is sect ion .

You are guilty under §1962(d) if you knew of an 
endeavor tha t , if completed, would viola te §§1962(a) 
or (c) and agreed to do someth ing to fur ther the 
endeavor .  You do not need to direct ly par t icipa te in 
the opera t ion or management of a RICO enterpr ise to 
be found guilty of conspir ing to viola te 18 U.S.C. 
§1962(c), as long as you agreed to help facilit a te the 
opera t ion or management of the RICO enterpr ise.
See Racketeer Influenced and Corrupt Organiza t ions:  
A Manual for Federa l Prosecutors ("DOJ Manual") 
135-36 (DOJ , 4th ed. 2000).
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Louisiana s Gambling By Computer Law

In per t inent par t 

Gambling by computer is the in ten t iona l 
conduct ing, or direct ly assist ing in the 
conduct ing as a business of any game, 
contest , lot tery, or cont r ivance whereby a 
person r isks the loss of anyth ing of va lue in 
order to rea lize a profit when accessing the 
In ternet , Wor ld Wide Web, or any par t 
thereof by way of any computer , computer 
system, computer network, computer 
software, or any server .
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One Website s Perspective

HOW DO YOU KNOW IF THE US DEPARTMENT OF 
J USTICE IS PREPARING TO [ARREST YOU OR] 
BREAK INTO YOUR HOME?... You cr it icize them and 
they a re n ice to you... Your telephones stop working... 
Your elect r icity get s tu rned off... You get a ca ll from a 
hostage negot ia tor ... A pizza delivery boy appears a t 
your door wear ing a Kevlar helmet ... Illega lly parked 
tanks a ren 't t icketed... Your new posta l worker shows up 
dressed like a Teenage Mutant Nin ja Tur t le... Your 
nasa l spray smells like tear gas... You see br ight ligh ts 
and hear a recording of bunnies being killed...
www.justice-denied.net/Justice_Denied_Editorial.htm

http://www.justice-denied.net/Justice_Denied_Editorial.htm
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QUESTIONS?


