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Payment Card Liabilities:   There’s 
Trouble Ahead for Merchants That 
Don’t Deal with PCI or a New 
Minnesota Law
One of my partner’s friends called her to ask:  “Do any of the lawyers in 
your fi rm know “CISP”?  If they have to ask what that is, I don’t need them.”  
The same thing is true these days for “PCI”:  if you have to ask, it’s time to 
make room in your brain for more.  The exposure of merchants to liability 
for payment card data is ratcheting upwards, including under an unusual 
Minnesota law that codifi es aspects of PCI.

What is PCI?  “PCI” stands for “Payment Industry Card Data Security 
Standard.” Some of the credit/debit card associations or companies have 
names for their own programs under that standard, hence, “CISP” (Visa’s 
Cardholder Information Security Program).  

How did it happen?  PCI got started in 2005 when a consortium of major 
players in the payment card industry settled on it as a common standard.  
Basically (very), it requires covered merchants (e.g.,  Internet retailers)  to 
comply with a 12-step standard, including audits. In general, the 12 steps are:

Build and Maintain a Secure Network
Requirement 1: Install and maintain a fi rewall confi guration to protect 
cardholder data
Requirement 2: Do not use vendor-supplied defaults for system 
passwords and other security parameters

Protect Cardholder Data
Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, 
public networks

Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and 
applications

Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-
to-know
Requirement 8: Assign a unique ID to each person with computer 
access
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Requirement 9: Restrict physical access to cardholder 
data

Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network 
resources and cardholder data
Requirement 11: Regularly test security systems and 
processes

Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses 
information security1

The initial standard, PCI DSS January 2005, has been replaced 
with PCI DSS Version 1.1 which became effective December 
31, 2006.

To Whom Does PCI Apply?  Depending upon the contract, 
PCI can apply to merchants accepting the major credit 
cards such as American Express, Discover, MasterCard, 
Visa, Diner’s  Club and JCB. There are also signifi cant new 
fi nes and penalties (e.g., $500,000), particularly if there is a 
data security breach by a noncompliant merchant.  How 
could PCI apply to a retailer with an existing contract not 
mentioning PCI?  Most “merchant contracts” include a 
clause under which the retailer promises to comply with 
association rules (or the like) as amended from time to 
time. In 2005, “sea change” amendments were made.   
Although there are contract law enforceability issues 
regarding some merchant agreement amendments and 
fi nes, the point here is that PCI exists and any compliance 
obligations should be examined.

Why Should a Retailer Care?  There is plenty of reason 
to care about PCI on its own:  if the standard applies to a 
merchant, a signifi cant revamp of systems and procedures 
may be required, fi nes and penalties can be triggered, and 
even participation in the credit card system can be imperiled 
by noncompliance.  To the extent PCI becomes an “industry 
standard,” legal concepts applicable to such standards could 
apply.  Also, states are beginning to leap into this arena with 
legislation.

Minnesota’s New Statute.    Minnesota’s amended “security 
breach notice” statute is an example of such a leap.   For the 
most part, security breach notifi cation statutes are just that, 
i.e., they force notice upon breach of the security of a system 
containing certain “personally identifying” information;2 the 
notice alerts data subjects to watch for possible misuse of 
data.  Minnesota amended its statute to include some PCI 
concepts and also to impose liability for security breaches that 
typically would not exist at all, or would not automatically 
be allocated to merchants.

a.  Details.  The amendment prohibits retention of certain 
data on a credit, debit, or stored value card, and then 
provides a long list of damages merchants must pay to 

card-issuing fi nancial institutions if there is a security 
breach regarding that data.3  The statute prohibits the 
following effective August 1, 2007:

Security or identifi cation information; reten-
tion prohibited.  No person or entity conduct-
ing business in Minnesota that accepts an ac-
cess device in connection with a transaction 
shall retain the card security code data, the PIN 
verifi cation code number, or the full contents of 
any track of magnetic stripe data, subsequent to 
the authorization of the transaction or in the 
case of a PIN debit transaction, subsequent 
to 48 hours after authorization of the transac-
tion.  A person or entity is in violation of this 
section if its service provider retains such data 
subsequent to the authorization of the trans-
action or in the case of a PIN debit transaction, 
subsequent to 48 hours after authorization of 
the transaction.4

An “access device” is a card issued by a financial 
institution containing a magnetic stripe, 
microprocessor chip, or other means for storage 
of information, including a credit card, debit card, 
or stored value card;5 a “financial institution” is 
defined as “any office of a bank, bank and trust, 
trust company with banking powers, savings bank, 
industrial loan company, savings association, credit 
union, or regulated lender.”6  This definition of 
financial institution is much narrower than the broad 
definitions in the federal Gramm Leach Bliley Act,7 
the federal Bank Secrecy Act, and federal Regulation 
E (as applied),8 so merchants need to take note (i.e., 
they can be liable under the MN statute because it 
will not treat them as a financial institution, even if 
they might be treated as a financial institution under 
those other statutes).     

Data that may not be retained is the “card security 
code data, the PIN verifi cation code number, or the 
full contents of any track of magnetic stripe data.”  
“Card security code” means the three-digit or four-
digit value printed on an access device or contained 
in the microprocessor chip or magnetic stripe of an 
access device that  is used to validate access device 
information during the authorization process;”9 “PIN 
verifi cation code number” means the data used to 
verify cardholder identity when a PIN is used in a 
transaction10 (“PIN” means a personal identifi cation 
code that identifi es the cardholder11); and “Magnetic 
stripe data” means the data contained in the magnetic 
stripe of an access device.12

b.  Illustrative Ambiguities.  A fundamental question for 
this kind of statute is whether it is unconstitutionally 
void for vagueness.  For example, there is data in the 
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magnetic tracks on the back of the card and the “full 
contents” of that data is covered by the statute but not 
identifi ed in it.  This raises these kinds of questions:  is 
a physical swipe of the card a condition to statutory 
coverage, i.e., does the statute cover the “full” data 
resulting from the swipe (whatever it may be), or does 
the statute cover the data elements that would be in 
a swipe if a swipe were made (in which case, what 
are those data elements as a matter of law)?  Answers 
are not apparent from the statute but are nevertheless 
important (e.g., if a swipe is a condition precedent, there 
is no swipe in Internet and telephone transactions).

Another ambiguity concerns the phrase “full contents 
of any track of magnetic stripe data.”  Assume there 
are 8 data elements in a magnetic track of a covered 
card.  It is clear that the merchant may not retain all 
of 1 through 8 (“full contents”), but may it retain 
less than all (less than full)?  Further, may it retain 
an element that is the same as an element on the 
track, but which element is obtained from a separate 
source instead of from the track?   An example would 
be the name of the cardholder:  many merchants 
will have that name on a customer list, for example.  
Does this statute prohibit the merchant from (a) 
having the name at all even if not obtained from 
the track, (b) obtaining the name from the track, 
and/or (c) obtaining the name from the track only 
if all of the other “track” data is also obtained (the 
full contents)?   These issues are important because 
business realities or obligations will require the 
merchant to keep at least some of the magnetic 
track data, as both the PCI standard and the FTC 
acknowledge.  For example, the PCI standard13 
summarizes what may be stored as follows:

The Minnesota statute seems aimed at the “Sensitive 
Authentication Data,” which may not be stored.  However, 
the PCI standard goes on to say that even though the “full 
contents” of any stripe may not be stored, “in the normal 
course of business” data elements such as the accountholder’s 
name, primary account number, expiration date, and service 
code from those stripes may need to be retained, i.e., less than 
the full data may be needed.  An example of this need would 
be evidentiary rules or proof of compliance with applicable 
laws or contracts and PCI allows that. 

In the normal course of business, the following 
data elements from the magnetic stripe may 
need to be retained: the accountholder’s name, 
primary account number (PAN), expiration 
date, and service code. To minimize risk, store 
only those data elements needed for business. 
NEVER store the card verifi cation code or value 
or PIN verifi cation value data elements. Note: See 
“Glossary” for additional information.14

The PCI standard also refers to a glossary with more 
information which impacts the standard, yet is not 
referenced in the Minnesota statute.  

c.  Confusion re PCI? The point of this discussion is not 
to answer the above questions,  but to note some of the 
problems created by the Minnesota statute, e.g., it likely 
does not contain suffi cient information for merchants to 
comply and may also create confusion or confl ict with 
the PCI standard.  If so, did the Minnesota legislature 
intend to supplant or supplement that standard or to 
force merchants to deviate from it even though their 
contracts may require them to comply with it?  How will 
merchants doing business in Minnesota comply both 

with the statute and the standard, and 
meet other legal or business obligations 
requiring or making advisable retention 
of some of the prohibited information?  
The FTC, for example, encourages 
businesses not to store card information 
but acknowledges that they may have to 
do so.15  

d.  Retailer Liability.  The liability 
provisions of the statute far exceed 
liabilities and awardable damage under 
existing law.16  Here is the liability 
provision; it applies as of August 1, 
2008:

Liability.  Whenever there is a 
breach of the security of the system 
of a person or entity that has 
violated this section, or that person’s 
or entity’s service provider, that 
person or entity shall reimburse 
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the fi nancial institution that issued any access 
devices affected by the breach for the costs of 
reasonable actions undertaken by the fi nancial 
institution as a result of the breach in order to 
protect the information of its cardholders or to 
continue to provide services to cardholders, 
including but not limited to, any cost incurred 
in connection with:

 (1) the cancellation or reissuance of any access 
device affected by the breach;

 (2) the closure of any deposit, transaction, 
share draft, or other accounts affected by 
the breach and any action to stop payments 
or block transactions with respect to the 
accounts;

 (3) the opening or reopening of any deposit, 
transaction, share draft, or other accounts 
affected by the breach;

 (4) any refund or credit made to a cardholder 
to cover the cost of any unauthorized 
transaction relating to the breach;  and

 (5) the notifi cation of cardholders affected by 
the breach.

The fi nancial institution is also entitled to 
recover costs for damages paid by the fi nancial 
institution to cardholders injured by a breach of 
the security of the system of a person or entity 
that has violated this section.  Costs do not 
include any amounts recovered from a credit 
card company by a fi nancial institution.  The 
remedies under this subdivision are cumulative 
and do not restrict any other right or remedy 
otherwise available to the fi nancial institution.17

e.  Policy Issues.  The Minnesota legislature can fairly be 
accused of over-simplifying risks in an arena where 
multiple persons can all be wrongdoers and well 
as victims.  The only certain wrongdoer is the thief 
who obtains data without authorization.  To be sure, 
merchants are part of the security puzzle presented 
by the modern age, but so are fi nancial institutions,18 
payment card associations and networks, fi nancial 
institution affi liated and nonaffi liated processors19 
and other service providers, careless consumers,20 and 
employees.21  Careful consumers are also part of the 
puzzle:  if statutes allocate all liability to merchants for 
what is a much larger and complex problem, merchants 
will increase prices or go under and consumer choice will 
be decreased as prices rise.  Further, this statute disturbs 
balances contemplated by association rules leaving risk 
with fi nancial institutions or not allocating the risk only 

to the merchant,22 including rules  regarding storage of 
magnetic stripe information.23   

What’s a retailer to do?   
First, retailers may wish to review their “merchant contracts,” 
i.e., the contracts allowing them to submit credit and debit 
card charges for processing.  Looking only at the original 
contract may not be helpful:  consider all amendments since 
at least 2005. Complying with the contract is the next step, 
including with PCI.  Some retailers are allowed to “self-certify” 
compliance—that is deceptively easy and can come back to 
“bite” the retailer hard (i.e., read the certifi cation carefully).

Second, retailers should watch for more laws like the 
Minnesota statute and either get into compliance (to the 
extent possible) and/or seek appropriate amendments.  

Third, retailers may wish to review other aspects of the 
sea change that has occurred in payment system law.  For 
example:

• ACH (Automated Clearing House) transactions have 
new and developing data security rules that started to 
appear about the same time as the PCI standard, but 
which are not the same;

• Class actions are becoming abundant regarding the now 
fully effective federal law requiring credit and debit 
card receipts to truncate the card number and omit the 
expiration date and state variations exist;24 and

• Other surprises lurk.  For example, merchants converting 
paper checks to ACH transactions are deemed to be 
“fi nancial institutions” under federal Regulation E and 
must provide new disclosures to customers before taking 
the check.  

Last, retailers should cross their fi ngers, hard:  data security 
is not an area where perfection is possible no matter what 
precautions are taken.
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