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Social Media at the Intersection 
of the Personal and Professional: 
Challenges for Investment Advisers 
and Broker-Dealers

The federal securities laws and regulations 
provide a framework for the use of social media 
by an investment adviser or a broker-dealer, 
but this framework was developed for print and 
other static media and does not directly address 
the use of social media. Moreover, guidance by 
the SEC staff and FINRA on the use of social 
media has been limited. A number of states also 
have been adopting laws that limit the ability of 
an employer to monitor social media use by its 
employees. 

By Sonia Gioseffi and Mark Perlow

Investment advisers and broker-dealers are 
subject to anti-fraud provisions under the federal 
securities laws, rules governing advertisements, 
marketing materials and other communications 
with investors, rules for compliance policies and 
procedures and the supervision of employees, 

insider trading restrictions, privacy regulations 
relating to customer information, and record-
keeping rules.1 These laws and regulations pro-
vide a framework for the scope of investment 
advisers’ and broker-dealers’ advertising and 
marketing activities, as well as their communi-
cations with clients, customers and the investing 
public. While this framework was developed for 
print and other static media, the requirements 
also are applicable to social media.2 The fed-
eral securities laws and regulations, however, do 
not expressly address the use of social media by 
investment advisers or broker-dealers and their 
employees, and most were written before social 
media even existed. Since print and other static 
media and social media are inherently differ-
ent in that the latter can be highly personal and 
informal and allow for interaction (often in real 
time) among users, the application of the current 
regulatory framework to social media is uncer-
tain and at times problematic. Complicating mat-
ters, the Securities and Exchange Commission 
(SEC) and the Financial Industry Regulatory 
Authority (FINRA) have provided limited guid-
ance on the use of social media, although they 
have clarifi ed, among other matters, that fi rms 
need to monitor social media accounts used 
for business purposes and keep records of busi-
ness communications made through social 
media.

The ability of an employer to monitor and 
maintain records of social media use by employ-
ees, however, may be limited by state law. Since 
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2012, states have been adopting laws to protect 
employees’ privacy by limiting the ability of an 
employer to monitor their employees’ use of 
social media. In protecting an employee’s right 
to privacy, many states have ignored the regu-
latory obligations of investment advisers and 
broker-dealers, as well as ignored the reality that 
an individual may use certain social media sites 
for both personal and business use. Therefore, 
given the reality of social media, investment 
advisers and broker-dealers must navigate 
state laws that may confl ict with their regula-
tory obligations. This challenge is magnifi ed by 
the continual growth and evolution of social 
media.

Current Regulatory Framework

The SEC and FINRA each have developed 
a framework of rules and guidance that regulate 
the advertising and marketing activities, as well 
as the communications with clients, customers, 
and the investing public, of investment advisers and 
broker-dealers respectively. Investment advisers and 
broker-dealers are each subject to anti-fraud provi-
sions under the federal securities laws, rules govern-
ing advertisements and marketing materials, rules 
and regulatory expectations regarding compliance 
policies and procedures and the supervision of 
employees, and recordkeeping rules.3 Investment 
adviser and broker-dealer  advertisements and mar-
keting materials in particular are subject to detailed 
regulatory frameworks. The SEC, through Rule 
206(4)-1 under the Investment Advisers Act of 1940 
(Advisers Act), no-action letters and enforcement 
actions, has provided guidance to investment advis-
ers on acceptable content in advertisements and 
marketing materials; similarly, FINRA has also pro-
vided guidance to broker-dealers in its rules, inter-
pretive letters and examination letters. Investment 
advisers and broker-dealers are thereby subject to 
specifi c requirements regarding the content that may 
be used in advertisements and marketing materials, 
which includes, among other requirements, a prohi-
bition on the use of testimonials (for advisers) and 
specifi c requirements on the presentation of related 

performance, performance benchmarks, and past 
specifi c recommendations, as well as requirements 
regarding how fees are discussed and calculated. 

Investment advisers are also subject to require-
ments regarding the presentation of portfolio per-
formance information. These rules require either 
expressly or as a matter of good practice that 
advisers provide disclosures and/or disclaimers in 
advertising and marketing materials. In addition, 
advertisements and marketing materials are sub-
ject to prior review and approval, either by rule 
for broker-dealers or as a matter of good practice 
for advisers, which review is typically conducted 
by a compliance offi cer or general counsel, and to 
recordkeeping requirements.

Central to each of these frameworks is 
the requirement that investment advisers and 
 broker-dealers develop and implement policies 
and procedures addressing compliance with the 
applicable federal securities laws and regulations. 
Rule 206(4)-7 under the Advisers Act requires a 
registered investment adviser to have written poli-
cies and procedures that are reasonably designed 
to prevent a violation of the Advisers Act and 
the rules thereunder. Similarly, NASD Rule 3010 
requires a broker-dealer to have written supervi-
sory procedures regarding the businesses in which 
the fi rm engages and the activities of its registered 
representatives and other associated persons. In 
these regulatory frameworks, communications 
that are advertising are subject to supervision and 
content requirements. Records of such communi-
cations must be kept in accordance with Section 
204 of the Advisers Act and Rule 204-2 there-
under for investment advisers and Rules 17a-3 
and 17a-4 under the Securities Exchange Act of 
1934 (Exchange Act), and FINRA Rule 4510 for 
 broker-dealers. A fi rm that provides both broker-
age and advisory services is required to adhere 
to the requirements for both investment advisers 
and broker-dealers.

These regulatory frameworks were developed 
for print and other static media, not social media. 
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Nonetheless, both the SEC staff  and FINRA 
have issued guidance that confi rms that the use 
of  social media may be subject to current regula-
tory requirements applicable to static media or a 
public appearance, and may be subject to adver-
tising rules and regulations. The SEC staff ’s 
guidance, however, has been limited. In January 
2012, the SEC staff  issued its fi rst guidance on 
the use of  social media by SEC-registered invest-
ment advisers in a National Examination Risk 
Alert, Investment Adviser Use of Social Media.4 
The SEC Division of  Investment Management 
published further guidance in March 2013, 
which discussed certain types of  use of  elec-
tronic communications by registered investment 
 companies.5 FINRA has issued more thorough 
guidance for broker-dealers through a series 
of  three Regulatory Notices.6 FINRA’s fi rst 
Regulatory Notice was published in 2007, and its 
guidance has evolved as use of  the Internet has 
developed. Because FINRA’s guidance is more 
comprehensive than the SEC’s, many investment 
advisers have looked to the FINRA Notices, 
even though some of  FINRA’s guidance covers 
broker-dealer rules for which there is no Advisers 
Act analog.

In addition to advertisements and market-
ing materials, the SEC staff  and FINRA guid-
ance make clear that the use of  social media 
to communicate certain types of  information 
falls squarely within key elements of  the appli-
cable regulatory framework. The SEC staff  has 
noted that investment advisers may consider 
the risks that social media content created by 
a fi rm or its representatives would implicate its 
fi duciary duties or involve regulated communi-
cations such as investment recommendations or 
information on the fi rm’s investment services or 
portfolio investment performance.7 Similarly, 
FINRA has stated that, depending on the facts 
and circumstances, statements about a security 
or specifi c investment product made on a social 
media site may be considered recommendations 
that trigger the application of  FINRA’s suitabil-
ity rule.

The Challenges of Social Media

Investment advisers’ and broker-dealers’ com-
pliance efforts run into a key issue: the use of 
social media can be highly personal and informal, 
and for many investment and securities profes-
sionals, the line between personal use and busi-
ness use can be blurred. Consider that fi nancial 
professionals often use a variety of electronic 
devices, including smartphones, tablets, and lap-
top computers, for both personal and business 
use, and some fi rms allow or encourage employ-
ees to use personal smartphones for fi rm email. 
Consider also that the nature of many fi nancial 
occupations involves constant networking and 
communications with other professionals and cli-
ents, many of whom are both friends and actual 
or potential business contacts. Consider further 
that the investment and securities businesses 
are built on relationships nurtured over time 
through trust-building interactions. While many 
fi rms have a policy prohibiting employees from 
using personal social media accounts for busi-
ness  purposes, there are challenges to monitor-
ing these personal accounts to confi rm employees 
are complying with the policy. The lines between 
business and professional also can sometimes be 
unclear. Add to this mix social media sites that 
encourage, indeed may be centered on, communi-
cations about a person’s professional experience, 
and the result is a complicated and multi-faceted 
web of exchanges that invoke the personal and 
the professional, often in the same message.

Indeed, the very nature of social media pres-
ents several challenges to developing adequate 
social media policies and procedures. There is the 
practical problem that the Internet and its many 
uses are rapidly evolving. New social media sites 
continue to be established, and the features on 
current social media sites are constantly evolving. 
For example, LinkedIn went live in 2003. Within 
10 years, LinkedIn has become an interna-
tional company with over 225 million members, 
and its use by fi nancial and other professionals 
has become ubiquitous. Since its founding, the 
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features on LinkedIn have evolved to encompass 
tools for job searches, including giving recruiters 
direct access to potential job seekers, paid adver-
tisements, a newsfeed, and the ability to use the 
site on a mobile device. 

Moreover, many social media are inherently 
interactive. LinkedIn allows users to endorse and 
send private messages to each other; Facebook 
allows users to “like” other users, photos or post-
ings and to post comments on other users’ walls. 
Access to these comments can be limited to select 
contacts or open to the public, depending upon 
the user’s privacy preference. Blogs and micro-
blogs (such as Twitter) allow and encourage the 
audience to respond with posted comments or 
separate postings or messages. Video sites such as 
YouTube also allow users to upload videos and 
post comments. It is this interactivity that creates 
the online communities that are one key source 
of the power of social media (including their 
potential marketing power), but it often requires 
real-time, or close to real-time, communications 
to belong to and sustain the community.

But these features create a number of chal-
lenges for regulatory compliance efforts. The 
social media feature that allows the users to send 
private messages to one another creates a moni-
toring problem, as an employer would not be 
able to view the content of the private messages 
unless the employer has the employee’s user name 
and password for the account. Further, privacy 
restrictions on a social media site may inhibit the 
ability of an employer to monitor social media 
accounts. To monitor an employee’s use of a 
social media site, the employer would need to 
know if  the employee has an account on the site 
and have access to the employee’s complete pro-
fi le. An employee may be able to adjust the privacy 
settings such that the employee does not show up 
as a user of the site on an Internet search, which 
would inhibit the employer’s ability to verify in an 
Internet search if  the employee is using the site. 
Further, even if  an employer is able to identify 
an employee as a user of a social media site, the 

employee may restrict access to his or her profi le 
to specifi c people that the employee invites as a 
contact. In addition, a social media site may offer 
a variety of features that cannot be disabled by 
the user, such as the “like” feature.

Compounding the issues noted above, there 
is also a practical challenge in that some social 
media sites have evolved to encompass both busi-
ness and personal use. Communications on a 
Facebook account established by a fi rm would 
clearly be business communications and subject 
to the federal securities laws and regulations. 
While it is easy to characterize some employee 
accounts, like Flickr,8 as a personal account, other 
accounts may blur the line between personal and 
business use. LinkedIn poses a challenge in that 
an employee may use the site in such a way, for 
example in connection with a job search, that con-
stitutes the behavior for which an employee would 
have an expectation of privacy. Since the ability 
to search for employment is a key reason why 
many users network on LinkedIn, it is unlikely 
that LinkedIn would permit this feature to be dis-
abled. And an employee would likely not want to 
use LinkedIn for a job search if  the employer has 
the password to access the employee’s account to 
determine where the employee has sent his or her 
resume.

Applying the Regulatory Framework 
to Social Media

Despite the complexity of these networks 
of communication, investment advisers and 
 broker-dealers must (1) try to exercise some degree 
of control or infl uence over, (2) monitor, and 
(3) keep records of employees’ use of social media 
for business purposes. Moreover, both the SEC 
staff  and FINRA have made clear that whether 
an employee’s use of a social media site is subject 
to the federal securities laws and regulations turns 
on whether the site is used for business purposes 
rather than, or in addition to, personal purposes, 
putting employees’ personal accounts potentially 
into the regulator’s ambit.
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This analysis depends on the facts and circum-
stances and not “upon the type of device or tech-
nology used to transmit the communication, nor 
does it depend upon whether it is a fi rm-issued 
or personal device of the individual; rather, the 
content of the communication is determinative.”9 
The SEC staff  has clarifi ed that whether a par-
ticular use of social media was for a business 
purpose and therefore subject to the federal laws 
and regulations depends on the content, context, 
and presentation of a particular communication 
or set of communications.10 This determination 
requires an analysis of the underlying substan-
tive information in the communication; whether 
the fi rm itself  can perform this analysis or must 
rely upon employees’ self-monitoring is a cen-
tral challenge in social media compliance, as 
discussed below. As an example illustrating how 
diffi cult this analysis can be, FINRA has stated 
that posting a list of products or services that a 
fi rm offers would likely be a business communica-
tion.11 However, an employee posting his or her 
job experience on LinkedIn might include such 
a list and thus inadvertently convert a personal 
communication into a business communication.

An investment adviser or broker-dealer may 
want to consider expressly addressing social 
media in its policies and procedures in order to 
manage its reputational, fi nancial, regulatory, 
and litigation risk, regardless of  whether a fi rm 
intends to use social media for business purposes, 
given the prevalence of  employees’ personal 
social media use.12 The SEC staff  has indicated 
that a fi rm’s policies and procedures should spe-
cifi cally discuss social media use, as opposed to 
relying on a general discussion of  the require-
ments for advertising.13 

FINRA and the SEC staff  have provided 
guidance that a fi rm’s policies should prohibit 
an associated person from engaging in business 
communications on a social media site that is not 
subject to the fi rm’s supervision and recordkeep-
ing procedures.14 The SEC staff  has suggested 
that a fi rm could provide a list of  approved sites 

or prohibit certain functions on an approved 
site.15 FINRA has indicated that a fi rm may want 
to block access to applications on its network 
that are not approved social media sites.16 

The SEC staff  acknowledged that some sites 
may include personal and professional uses.17 
For such sites that are not supervised by a fi rm, 
the SEC staff  has stated that the fi rm may want 
to specify the content that would be permitted.18 
The SEC staff  has suggested that a fi rm may 
determine to permit “business card informa-
tion” on a specifi ed site.19 In addition, the SEC 
staff  and FINRA have stated that fi rms need to 
periodically re-evaluate the effectiveness of  their 
policies and procedures and revise them as nec-
essary.20 This is especially important given the 
constant evolution of social media and related 
technology.

In addition, broker-dealers are required to 
supervise their employees’ use of social media for 
business purposes. Pursuant to FINRA’s guidance 
and the rules applicable to broker-dealers,  the 
supervision framework depends on whether 
the content of the business communication con-
tains static or interactive content.21 Static  content 
is that which remains posted until the person 
who established the account changes the content; 
interactive content is content that is, or can be, a 
contemporaneous discussion among users. Social 
media sites may include both static and interac-
tive content.22 On a social media site, a static post-
ing might include a fi rm or an individual’s profi le, 
background or wall information. The same site 
also may provide a forum for real-time commu-
nications, such as interactive posts on sites like 
Twitter and Facebook. Nonetheless, if  interactive 
content could be copied or forwarded and posted 
in a static forum, it would be a static communica-
tion.23 In accordance with NASD Rule 3010 and 
FINRA Rule 2210, a registered principal gener-
ally must pre-approve static content as such com-
munications are subject to the advertising rules.24 
FINRA has made the distinction that unscripted 
participation in an interactive electronic forum is 
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a “public appearance” under FINRA Rule 2210 
and that therefore such communication would 
not require pre-approval.25 These communica-
tions, however, must still be supervised consistent 
with NASD Rule 3010 in a manner reasonably 
designed to ensure that there are no violations of 
FINRA’s content requirement rules.26

Complicating matters, both FINRA and the 
SEC staff  have raised compliance concerns about 
postings by non-employees on social media sites 
used for business purposes.27 For instance, a user 
may comment favorably about an investment 
adviser’s or broker-dealer’s services, or post a link 
to a favorable article, on the fi rm’s or an employ-
ee’s LinkedIn page. While such a third-party 
posting generally is not a communication by the 
fi rm, there is a risk that such a post could become 
attributable to the fi rm either because the fi rm has 
become “entangled” with it—by involving itself  
in the preparation of the communication—or the 
fi rm has “adopted” it—by explicitly or implicitly 
endorsing or approving the  content.28 Moreover, 
the SEC staff  has stated that a third party’s use of 
the “like” feature could be a prohibited testimo-
nial under Advisers Act Rule 206(4)-1.29 These 
risks also could arise from an employee’s use of 
social media for business purposes. 

The SEC staff  has stated that investment 
advisers should consider having policies and pro-
cedures addressing third-party posts, and it has 
noted that some advisers address these issues 
through a range of policies. Some fi rms prohibit 
third-party posts on social media used for fi rm 
business purposes; others permit it, and some 
limit postings to authorized users. Some advisers 
post disclaimers on sites used for business pur-
poses, and some monitor and sometimes remove 
third-party posts that create legal or regulatory 
issues or risks. However, these policies may be 
harder or impossible to implement on employee 
social media accounts used for business purposes.

Investment advisers and broker-dealers also 
are required to monitor for compliance with their 

policies and procedures, which includes monitor-
ing retained records. The SEC staff  suggested that 
investment advisers should conduct periodic test-
ing to determine if  employees are complying with 
these policies and procedures, such as whether 
the employees are improperly destroying required 
records.30 FINRA has stated that fi rms need to 
follow-up on indications that an associated per-
son is not in compliance.31 The SEC staff  has not 
provided specifi c guidance on how to monitor dif-
ferent social media sites, but, rather unhelpfully, 
has noted that because a fi rm may not have com-
plete access to an employee’s account on a social 
media site, the fi rm needs to determine how to 
conduct monitoring.32 FINRA has indicated that 
fi rms could monitor compliance by randomly 
spot-checking websites.33 A fi rm also needs to 
determine the frequency of its review, which 
FINRA and the SEC staff  have acknowledged 
depends on the circumstances of the communica-
tions, such as the scope of the activities, type of 
business, and type of customers.34

FINRA and the SEC staff have provided guid-
ance that a fi rm should discuss social media in its 
training and education programs in order to have an 
effective compliance program.35 Employees should 
know that business communications are subject 
to the compliance program and should be trained 
to recognize the difference between business and 
personal communications regardless of the social 
media site on which the communications are made.36 
FINRA noted that an employee also needs to be 
aware of the process by which business communica-
tions are retained, retrievable, and supervised.37

In addition, investment advisers and broker-
dealers are required to have adequate recordkeep-
ing procedures. Communications made through a 
social media site that constitute business commu-
nications would be subject to the recordkeeping 
rules.38 For broker-dealers, according to FINRA, 
these are communications that relate to a fi rm’s 
“business as such.”39 The SEC staff  has stated 
that records of social media may be kept in paper 
or electronic format.40 FINRA and the SEC staff  
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have stressed that prior to approving the use of 
a social media site for a business purpose, a fi rm 
must be able to adequately maintain records of an 
approved social media site.41 FINRA noted that 
it is up to a fi rm to determine if  there is technol-
ogy that is capable of complying with the require-
ments of the recordkeeping rules, and FINRA 
is not certain that adequate technology exists.42 
Unfortunately, this leaves fi rms without clear 
guidance on how to comply with recordkeeping 
requirements and whether use of certain sites, 
particularly sites used by employees for both per-
sonal and business purposes, is capable of com-
plying with applicable regulatory requirements.

Failure to comply with regulatory require-
ments relating to the use of social media, includ-
ing inaction in supervising employees, could result 
in regulatory defi ciencies and fi nes, and regula-
tors are monitoring for social media compliance. 
For example, in a Target Examination Letter 
dated June 2013, FINRA conducted a spot-check 
of social media communications. Among other 
items, FINRA requested that a fi rm provide:

• An explanation of how the firm’s registered 
representatives and associated persons gener-
ally use social media in the conduct of the 
firm’s business, including the date(s) the firm 
began allowing the use of each social media 
platform and whether such usage continues.

• The portion of the firm’s written supervi-
sory procedures concerning the production, 
approval, and distribution of social media 
communications in effect during the time 
period February 4, 2013, through May 4, 2013.

• An explanation of the measures that the firm 
has adopted to monitor compliance with the 
firm’s social media policies (e.g., training 
meetings, annual certification, technology).

• A tabular list of  the firm’s top 20 pro-
ducing registered representatives (based on 
commissioned sales) who used social media 

for  business purposes to interact with retail 
investors as defined in FINRA Rule 2210(a)
(6) during the time period February 4, 2013, 
through May 4, 2013, and the type of social 
media used by each individual for business 
purposes during this time period.

State Law Issues

A signifi cant challenge, however, regarding the 
ability of an investment adviser or a broker-dealer 
to monitor employee use of social media sites 
arises from recently enacted state laws designed 
to protect employee privacy rights. Since 2012, at 
least eleven states have passed laws that limit or 
restrict the ability of employers to monitor social 
media use by employees. These laws were enacted 
in part in response to stories of employers requir-
ing interviewees to give them access to their 
Facebook accounts, which contained personal 
information that an individual did not expect 
would be disclosed at a job interview. Currently, 
eleven states have adopted various types of social 
media restrictions on employers, and similar leg-
islation is pending or has been proposed in nearly 
thirty other states as well.43 Generally, these laws 
prohibit an employer from requiring an employee 
to disclose his or her user name and password or 
other means to access the employee’s social media 
accounts. Some states also prohibit the employer 
from requiring that an employee add an individ-
ual, such as a supervisor or an administrator, to the 
employee’s list of contacts on a social media site.

California, for example, adopted such a law on 
September 27, 2012, which is codifi ed in California 
Labor Code Section 980. This law prohibits an 
employer from requiring or requesting an employee 
or job applicant to: (1) disclose a username or pass-
word for the purpose of accessing personal social 
media; (2) access personal social media in the pres-
ence of the employer; or (3) divulge any personal 
social media other than in connection with an 
investigation. This exception for an investigation 
is narrowly tailored such that an employer may 
request an employee to divulge personal social 
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media that is reasonably believed to be relevant 
to an investigation of allegations of employee 
misconduct or a violation of applicable laws and 
regulations, provided that the social media is used 
solely for purposes of that investigation or a related 
proceeding.

Given state law protections of employee use 
of social media, there are several possible ways 
that an investment adviser or broker-dealer could 
fulfi ll its regulatory requirements. Some of these 
possibilities, however, are limited given the cur-
rent status of state and federal laws and the real-
ity of how social media sites are used.44

State Law Distinction Between Personal 
and Business Accounts 

Some state laws distinguish between per-
sonal and business accounts and only restrict an 
employer’s ability to monitor personal accounts. 
For example, California Labor Code Section 980 
expressly prohibits employer monitoring of “per-
sonal” accounts. What is “personal,” however, is 
not defi ned.45 The legislative record refl ects that 
the California legislature discussed the difference 
between personal and business use of social media 
sites. The California legislature noted that fi rms 
regulated by FINRA have an obligation to monitor 
their employees’ business use of social media sites 
and did not believe that the law restricted this abil-
ity. The California legislature stated that employers 
could avoid confl ict between the federal securities 
laws and regulations and the California Labor 
Code by “expressly prohibiting employees from 
using personal accounts for business purposes.”

This distinction ignores the reality that an 
employee may use a personal social media account 
for business purposes and the employer would not 
have the ability to monitor the personal account 
without violating state law. If  fi rms are unable 
to monitor such use, then they may be in viola-
tion of the federal securities laws and regulations. 
LinkedIn poses a particular challenge to employ-
ers, as the website was specifi cally designed to 

facilitate professional networking. FINRA has 
said that a posting of a list of the products or ser-
vices that a fi rm offers would likely be a business 
communication, and therefore would be subject to 
the advertising requirements. However, a number 
of common uses of LinkedIn could implicate this 
position and the business communication rules. 
In connection with an individual’s professional 
use of LinkedIn, the individual would likely pro-
vide a job description on his or her profi le, which 
could include the types of services that a regis-
tered representative provides. It is very likely that 
clients would be among the registered representa-
tive’s contacts. In status updates,46 the registered 
representative may want to include information 
about new products or services. To facilitate net-
working, an employee may use his or her work 
email address as an email contact, further blur-
ring the line between personal and professional 
use. Many individuals would want to use a work 
email address as the contact email address, in part 
as an individual’s professional identity is tied to 
his current employment. This would allow people 
to search for the employee using the employee’s 
work email address, and LinkedIn would send 
messages directly to the employee’s work email. 

State Law Exception for Publicly 
Available Information 

State law may carve out publicly available 
information, thereby permitting an employer to 
monitor an employee’s public information. Of 
the eleven states that currently have adopted a law 
to protect employee privacy on social media, fi ve 
states do not prohibit an employer from viewing 
information about an employee that is publicly 
available on the Internet. This would enable an 
employer to monitor an employee’s use of social 
media sites to the extent that the employee’s use is 
publicly available. If  an account is publicly acces-
sible, it is harder for the individual to claim an 
expectation of privacy for such account.

As many social media websites have privacy 
restrictions, as discussed above, an employer 
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would be limited in publicly monitoring an 
employee to the extent that an employee has 
restricted access to an account or profi le. While 
the general public’s access may be restricted, an 
employee could still have thousands of contacts 
or followers on a social media site. This ability to 
disseminate information to potentially thousands 
of individuals may create monitoring issues for 
an investment adviser or a broker-dealer in fulfi ll-
ing its regulatory obligations.

State Law Exception for Investigations

Six of  the eleven states with social media pri-
vacy protection laws permit an employer to access 
a social media account if  access is necessary to 
conduct a formal investigation. Typically, this is 
a narrow exception, as the investigation must be 
based on specifi c information of  employee mis-
conduct, and access must be necessary to ensure 
compliance with applicable laws and regulations. 
For example, the California social media law 
does not “affect an employer’s existing rights and 
obligations to request an employee to divulge 
personal social media reasonably believed to 
be relevant to an investigation of  allegations of 
employee misconduct or employee violation of 
applicable laws and regulations, provided that the 
social media is used solely for purposes of  that 
investigation or a related proceeding.” Pursuant 
to this exception, an employer with specifi c infor-
mation of  an employee divulging inside infor-
mation on a Facebook newsfeed would be able 
to access the account. This exception, however, 
likely not would allow an investment adviser 
or broker-dealer to monitor employee social 
media on a random, regular or periodic basis to 
ensure compliance absent a reasonable belief  of 
wrongdoing.

State Law Exception for Regulatory 
Requirements 

Currently, fi ve states with social media pri-
vacy laws permit employer monitoring of  an 
employee’s use of  social media pursuant to 

regulatory requirements. These fi ve states per-
mit an employer to comply with its duty to 
monitor or retain employee communications 
established under federal law or regulation or 
by a self-regulatory organization. Accordingly, 
in these states, it would be permissible for an 
employer to require that its employees provide 
the user names and passwords to their social 
media accounts to fulfi ll regulatory require-
ments. Three of  these states defi ne a “self- 
regulatory organization” to include FINRA or a 
national securities exchange registered under the 
Exchange Act. 

Other states, however, do not provide this 
exception. For example, the California Labor 
Code does not include an exception to monitor 
accounts for regulatory requirements. In fact, 
when debating the social media privacy bill, the 
California legislature specifi cally rejected this 
type of carve-out. Instead, as noted above, the 
legislature stated that companies could fulfi ll their 
regulatory requirements by implementing policies 
that employees only use company accounts for 
business purposes. The problem with this posi-
tion, however, is that it does not allow employ-
ers to monitor personal social media accounts to 
ensure that the employees are in fact complying 
with this rule. The California Senate also quoted 
a supporter of the bill:

Social media websites are the next fron-
tier in ‘personal space’ and indeed are a 
safe and effective way to not only store 
personal information but to also make it 
easier to stay in touch with friends and 
family. Email and social media are the 
next progression in interpersonal relation-
ships and should be viewed as no different 
than previous generation’s personal cor-
respondence, photo albums and address 
books.

This view, however, misses the reality that 
certain types of social media that are specifi cally 
designed for individual use may also encompass 
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use for business purposes. It may be unrealistic 
for an employer to ban employee use of LinkedIn 
or require an employee to use a company account 
on LinkedIn. Ignoring the prevalence and uses of 
certain sites, however, will not make this issue go 
away.

There may, however, be an evolving recogni-
tion of this regulatory need: Illinois adopted a 
social media privacy law in 2012, and one year 
later, proposed an amendment to this law to pro-
vide that the law does not prohibit employers 
from complying with the rules of  self-regulatory 
organizations. (This amendment is currently 
pending.) Further, industry groups have launched 
efforts to educate state legislatures about regu-
latory compliance problems, and FINRA has 
sent comment letters to lawmakers in a number 
of  states regarding the requirements imposed 
by the federal securities laws and FINRA rules. 
Unfortunately, the effectiveness of  such efforts 
remains to be seen.

Possible Compliance Solutions

Thus, the challenge for investment advisers 
and broker-dealers is to develop policies and pro-
cedures specifi cally addressing their employees’ 
social media use that comply with both regula-
tory requirements and state privacy laws and yet 
are practical. This is particularly important given 
changes in technology for monitoring and record-
keeping purposes, as well as the development of 
new social media sites and the evolution in use of 
existing social media sites.

Prior to drafting policies and procedures, a 
fi rm may want to examine and analyze how social 
media is, or may be, used by its employees in rela-
tion to federal securities laws requirements and 
any applicable state privacy protection laws.47 The 
fi rm may want to determine if  it is possible for it 
or its employees to use a particular site for busi-
ness purposes and comply with the federal securi-
ties laws, including the requirements to monitor 
and keep records of certain communications. 

The fi rm also may want to determine if  there is 
adequate and cost-effective technology to moni-
tor and keep required records; the costs of cer-
tain types of monitoring and recordkeeping 
technology may be prohibitive for some fi rms. A 
fi rm also may want to take steps to assure that 
its compliance personnel are adequately informed 
regarding how a social media site is used, as well 
as assure that compliance personnel have the 
tools and knowledge to monitor social media 
sites. If  the fi rm concludes that it may not be able 
to fulfi ll its regulatory requirements with respect 
to such use, the fi rm may need to prohibit the use 
of the site for certain accounts or activities, like 
text messaging, for the fi rm’s business purposes.

A fi rm also may want to analyze applicable 
state law requirements to determine if any appli-
cable state law inhibits its ability to comply with 
regulatory requirements. If there is such a confl ict, 
the fi rm may want to conduct risk-based analysis 
to assess whether it could comply with the state pri-
vacy law and still implement procedures reasonably 
designed to prevent, detect, and correct violations 
of the applicable securities laws. If the fi rm con-
cludes that the use of a particular social media site 
creates a meaningful risk that it may not be able 
to fulfi ll its regulatory requirements with respect to 
such use, the fi rm may need to prohibit the use of 
that site to effect fi rm business and provide clear 
guidelines to employees about when their personal 
use of a site would cross the line into a business use.

A fi rm also may want to analyze the applica-
ble state laws to determine if  there are any use-
ful exceptions, and it may want to address these 
exceptions in its policies and procedures. If  there 
is an exception for publicly available informa-
tion, then the policy and training materials could 
state that the fi rm may monitor publicly available 
information in order to create clear expectations 
and to expressly empower compliance offi cers. 
In addition, if  there are any applicable excep-
tions for investigations, the policy could track the 
specifi c state law requirements. Given the rapidly 
changing status of state privacy laws, a fi rm may 
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want to track state law developments and update 
its policies and procedures accordingly.

A fi rm may want to consider making a clear 
distinction in its policies and procedures between 
“personal accounts” and “business accounts,” 
and given the potential use of social media by 
employees, address accounts that may encompass 
both personal and professional uses. In defi ning a 
“personal account” and a “business account,” the 
policy may need to track the state law distinctions 
between such accounts. A “personal account,” 
on the one hand, could be defi ned as an account 
that is used for personal purposes and does not 
include business communications. For privacy 
and employment law reasons, it could be risky for 
employers to monitor purely personal accounts. 
On the other hand, accounts that are intended 
to be used for purely business purposes, like a 
Twitter account that a registered representative 
uses to reach out to clients, could be defi ned as 
“business accounts.” These accounts need to be 
monitored; their contents should be subjected 
to any applicable pre-approval and supervision 
requirements; and the posted communications 
subject to applicable recordkeeping rules must 
be recorded and retained. For these accounts, 
an employer may need to have the user name 
and password to facilitate recordkeeping and the 
monitoring of communications. To navigate state 
law requirements, these accounts could be set up 
by the employer, and the employer then would 
authorize the employee’s use of such business 
accounts. 

As noted above, there may be technologi-
cal challenges in monitoring and/or maintaining 
records of particular sites; thus, a fi rm may want 
to consider incorporating into its policies and 
procedures a requirement that the technological 
issues have been worked out before a particular 
site can be used for business purposes. This may 
need to include making sure that the employer can 
access, monitor, and retain records of any business 
communications made on social media sites by an 
employee using the employee’s personal device.

The challenge, however, in drafting adequate 
policies and procedures is addressing accounts 
that may encompass both personal and business 
communications. An appropriate policy could 
state that employees are prohibited from using 
personal accounts to make business communi-
cations or otherwise to effect fi rm business and 
provide clear guidelines to employees about when 
their personal use of a site would cross the line 
into a business use. To accommodate inadvertent 
business communications, it would be reasonable 
to state that a personal account may encompass a 
business use in an occasional instance and with-
out the employee intending for such use to occur, 
such as a client sending a text message to a reg-
istered representative’s personal phone or send-
ing a trade order in a private Facebook message. 
For such communications, the employee could 
be required to contact compliance to ensure that 
the message is properly documented. Some fi rms 
require an employee to use a standard response 
requesting that the message containing such a 
business communication be redirected to a busi-
ness account.48

The hardest cases are those accounts where 
the employee intends for the account’s use to 
encompass both personal and professional com-
munications. For example, while LinkedIn is 
primarily a personal networking tool, a discus-
sion of one’s professional accomplishment can 
involve discussing the services and results of one’s 
employer. While the SEC staff  and FINRA have 
stated that one way to deal with the issues cre-
ated by such accounts is to prohibit employees 
from using all but certain accounts and sites for 
business purposes, as discussed above, this may 
not be a realistic or effective policy for some fi rms 
and employees. Thus, some fi rms may want to 
consider additional or other policies that would 
involve monitoring these personal accounts.

Nonetheless, these policies may run into 
state law obstacles. For example, as noted above, 
some states prohibit a fi rm from requiring the 
 employee to provide a user name and password, 
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and some also prohibit requiring an employee to 
add (“link” or “friend”) a compliance offi cer as a 
contact to the account. Even in states that permit 
the employer to obtain the employee’s user name 
and password, requiring it may be inadvisable: 
many, if  not most, employees would view giving 
their employer a password to a personal social 
media account, regardless of whether such use 
included business communications, as intrusive, 
and such a requirement might damage morale and 
harm the retention of key professionals. Instead, 
in states where it is permitted, the policy could 
require the employee to add a compliance offi cer 
as a contact to the account so that the compliance 
offi cer could appropriately monitor the account.49 
Where this is not permitted, the fi rm may need to 
rely primarily on training employees regarding 
acceptable and prohibited communications.

Given the highly personal and interactive 
nature of social media and current developments 
in state privacy laws, training programs are per-
haps the most meaningful way that advisers and 
broker-dealers can address the risks of social 
media use. For example, a fi rm’s training programs 
could provide specifi c examples of permissible and 
impermissible uses of social media. Firms also 
could use training to educate employees about 
the scope of professional or business information 
that may be discussed on such sites and provide 
them guidance regarding typical uses that involve 
signifi cant risk (such as third-party postings), as 
well as those that do not. For example, the SEC 
staff has indicated that it may be acceptable for 
fi rms to permit an employee to disclose business 
card information on a personal social media site. 
If  employees have questions on the scope of the 
policies, it is advisable that they know that they 
will need to discuss their questions with compli-
ance personnel and that they have trust and confi -
dence in the compliance professionals with whom 
they would have such discussions. 

Investment advisers and broker-dealers also 
may want to be proactive about whether employ-
ees are complying with their social media policies 

and procedures. Employees could be required to 
list and report the sites that they use for profes-
sional purposes and sign an acknowledgment 
of the social media policy. Where permitted by 
state law, employers also could perform random 
checks of social media sites to ensure that their 
employees’ use of public accounts is in compli-
ance with federal regulatory requirements.

Conclusion

The challenges in social media use by the 
employees of investment advisers and broker-
dealers, including a fi rm’s obligation to monitor 
and record such activities, will only become more 
pronounced as the use of social media increases. 
As more states adopt social media laws, it is 
advisable that investment advisers and broker-
dealers be aware of such laws, including whether 
these laws have exceptions to allow monitoring of 
social media use to fulfi ll regulatory requirements. 
It is also advisable that investment advisers and 
broker-dealers adopt policies and procedures that 
navigate laws and regulations at both the state 
and federal level. The policies and procedures 
could address specifi cally employee behavior on 
both personal social media accounts (such as 
trading on inside information) and social media 
accounts that are used for a business purposes 
(such as communicating with clients on Twitter). 
These policies and procedures will be stronger if  
they evolve with the evolution of social media. 

Notes

1. This article addresses the regulatory requirements that are appli-

cable to SEC-registered investment advisers and broker-dealers.

2. The SEC Staff has stated that “‘social media’ is an umbrella term 

that encompasses various activities that integrate technology, social 

interaction and content creation. Social media may use many technolo-

gies, including, but not limited to, blogs, microblogs, wikis, photos and 

video sharing, podcasts, social networking, and virtual worlds.” Invest-

ment Adviser Use of Social Media, National Examination Risk Alert, 

Office of Compliance Inspections and Examinations, SEC (Jan. 4, 2012).

3. For example, investment advisers are subject to anti-fraud provi-

sions (Section 17(a) of the Securities Act, Section 10(b) of the Exchange 
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Act and Rule 10b-5 thereunder, and Sections 206(1), 206(2), and 206(4) 

of the Advisers Act and Rule 206(4)-1 thereunder), compliance provi-

sions (Section 206(4) of the Advisers Act and Rule 206(4)-7 thereun-

der), and recordkeeping provisions (Section 204 of the Advisers Act 

and Rule 204(2) thereunder). Broker-dealers, for example, are subject 

to anti-fraud provisions (Exchange Act Section 10(b) and Rule 10b-5 

thereunder and FINRA Rule 2210), compliance provisions (NASD 

Rule 3010), recordkeeping rules (Rules 17a-3 and 17a-4 of the Exchange 

Act, NASD Rule 3010 and FINRA Rules 2210 and 4510) and suitability 

requirements (FINRA Rule 2111).

4. Investment Adviser Use of Social Media, National Examination 

Risk Alert, Office of Compliance Inspections and Examinations, SEC 

(Jan. 4, 2012) (SEC 2012 Guidance).

5. Filing Requirements for Certain Electronic Communications, Guid-

ance Update, Division of Investment Management, SEC (March 2013) 

(SEC 2013 Guidance). This article does not focus on the specialized 

investment company requirements discussed in this guidance.

6. Social Media Websites and the Use of Personal Devices for Busi-

ness Communications, FINRA Regulatory Notice 11-39 (FINRA 2011 

Guidance); Social Media Web Sites, FINRA Regulatory Notice 10-06 

(FINRA 2010 Guidance); and Supervision of Electronic Communica-

tions, FINRA Regulatory Notice 07-59 (FINRA 2007 Guidance).

7. SEC 2013 Guidance, 3.

8. Flickr is an online photo and video management and sharing applica-

tion. Photos and videos can be accessed without a registered account, but 

a person needs to create an account on Flickr to upload content. With an 

account, a user can create a profile page containing photos and videos 

that the user has uploaded and can add other Flickr users as contacts.

9. FINRA 2011 Guidance, 3.

10. SEC 2013 Guidance, 1 and SEC 2012 Guidance, 6.

11. FINRA 2011 Guidance, 4.

12. FINRA 2007 Guidance, 8; see SEC 2012 Guidance, 3.

13. SEC 2012 Guidance, 2-3.

14. FINRA 2010 Guidance, 7 and SEC 2012 Guidance, 3; see FINRA 

2007 Guidance, 7.

15. SEC 2012 Guidance, 3.

16. FINRA 2007 Guidance, 8-9.

17. SEC 2012 Guidance, 5.

18. SEC 2012 Guidance, 5.

19. SEC 2012 Guidance, 5.

20. FINRA 2007 Guidance, 6 and SEC 2012 Guidance, 1-2.

21. FINRA 2011 Guidance, 2, 4-5 and FINRA 2010 Guidance, 4-5.

22. SEC 2012 Guidance, 1.

23. FINRA 2011 Guidance, 5.

24. FINRA Rule 2210 requires preapproval of “retail communica-

tions.” “Retail communication” is defined as a “written (including 

electronic) communication that is distributed or made available to more 

than 25 retail investors within any 30 calendar-day period.”

25. FINRA 2011 Guidance, 2.

26. FINRA 2010 Guidance, 5-6.

27. FINRA 2010 Guidance, 7-8, SEC 2012 Guidance, 5-6.

28. FINRA 2010 Guidance 7-8.

29. SEC 2012 Guidance, 6.

30. SEC 2012 Guidance, 7.

31. FINRA 2011 Guidance, 5.

32. SEC 2012 Guidance, 3.

33. FINRA 2011 Guidance, 5.

34. FINRA 2007 Guidance, 14 and SEC 2012 Guidance, 3 n.10.

35. FINRA 2011 Guidance, 3-5; FINRA 2007 Guidance, 6-8; and SEC 

2012 Guidance, 4 and 7.

36. FINRA 2011 Guidance, 3-4.

37. FINRA 2011 Guidance, 3.

38. SEC 2012 Guidance, 6-7.

39. FINRA 2011 Guidance, 3 and FINRA 2010 Guidance, 3.

40. SEC 2012 Guidance, 6-7.

41. FINRA 2010 Guidance, 3 and SEC 2012 Guidance, 6-7.

42. FINRA 2010 Guidance, 3.

43. The states with a law that restricts employer access of  employee 

social media accounts include Arkansas, California, Colorado, Illinois, 

Maryland, Michigan, Nevada, New Mexico, Oregon, Utah, Vermont, 

and Washington. The states with pending legislation or that have 

considered such legislation include Arizona, Connecticut, Delaware, 

Georgia, Hawaii, Iowa, Kansas, Louisiana, Maine, Massachusetts, 

Minnesota, Mississippi, Missouri, Montana, Nebraska, New Hamp-

shire, New Jersey, New York, North Carolina, North Dakota, Ohio, 

Pennsylvania, Rhode Island, South Carolina, Texas, West Virginia, and 

Wisconsin.

44. Regardless of  state law requirements, federal law could preempt 

state law and carve out the ability of  an investment adviser or a broker-

dealer to monitor employee social media use by specifically requiring 

such monitoring. In order to preempt state law, there would have to 

be a specific federal law that conflicts with an applicable state law. To 

date, there is no federal law that directly and expressly governs social 

media use by investment advisers or broker-dealers or their employees. 

Accordingly, at the present time, there is no clear federal preemption of 

state law on this topic. There is, however, an argument for preemption: 

the principles of  federal preemption prevent state law from interfering 

with federal regulations governing oversight by a self-regulatory orga-

nization, such as FINRA, where such regulations are approved by the 

SEC.

45. Not having a definition of “personal” at state law would allow 

an employer to broadly define what encompasses a non-personal or 



 business account such that an employer would have greater flexibility to 

monitor accounts for regulatory purposes.

46. The status update feed allows a user to post content for all of the 

user’s contacts to view. Contacts can respond to a posting, allowing for 

interactive content between users. LinkedIn also posts activity updates 

about a user and its contacts on the status update feed.

47. Prior to accessing a social media site, an employer could also review 

the site’s terms of use policy to determine if  accessing an employee’s 

account would violate the policy. Analysis of the terms of use policies 

of specific sites is beyond the scope of this article. 

48. For example, some firms suggest that a standard response to 

a situation where someone (such as a client who is a contact on 

Facebook or LinkedIn) asks for investment advice on a personal 

Facebook or  LinkedIn account would be: “I am happy to assist you 

with this. Please call me at [office number] or email me at [office 

email].” 

49. While some may view this as an invasion of privacy, this is arguably, 

a balanced approach. Investment adviser representatives already are 

subject to requirements to disclose personal financial information for 

purposes of complying with the securities laws. 
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