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e-Discovery Analysis and Technology Alert

A New Year’s e-Resolution: Sending Safe e-Mail

Sender’s remorse. You’ve experienced it. You type an e-mail, probably too quickly, 
perhaps while simultaneously talking on the telephone or otherwise multi-tasking, and, 
no sooner do you hit the “Send” button than you realize that you sent the e-mail to the 
wrong addressee, or you hit “Reply To All” when you intended to hit simply “Reply,” 
or you made some other error that you caught only after you had moved that mouse 
up and to the left, stopped the arrow on the “Send” button, and clicked.

Panic sets in. Your pulse races. You are having a bit of difficulty breathing. How do 
you do that “recall” thing? If you do know how to “recall” an e-mail, you probably also 
know that that function usually does not work for external addressees, nor for messages 
picked up by a BlackBerry® user. Further, even for those recipients for whom the recall 
function might be effective, they might read the e-mail before you are able to do the 
recall. Bottom line: You are not likely to get the toothpaste back in the tube.

Should you send an immediate follow-up e-mail, with appropriate apologies, excuses, 
or requests to ignore your latest e-mail mistake?

Unfortunately, most of us have experienced these embarrassing, or sometimes 
mortifying, moments. Yet, the times when we spot our e-mail error ourselves, and have 
a chance to take some immediate form of remedial action, often are the less troubling 
variety of the e-mail faux pas. The consequences can be far worse when others (e.g., 
a boss, a business associate, an opposing party in litigation) bring to your attention the 
fact that you have made an e-mailing mistake. In such instances, action may already 
have been taken in response to your e-mail that you no longer have any ability to 
control. Recall, for instance, how a major mortgage company CEO misdirected an 
e-mail calling a customer’s request for renegotiated loan terms “disgusting” to that 
very customer, and how that customer’s subsequent posting of the e-mail to an internet 
site led to significant embarrassment for the already-troubled company.

The risks of e-mailing have been well documented. How do you mitigate those risks, 
particularly in a business organization with hundreds or thousands of employees 
sending thousands or tens of thousands of e-mails every day, any one of which could 
have detrimental consequences for the business or its employees? Clearly, sound 
training about proper e-mail usage is necessary. Also, various risk-reducing functions 
can be embedded into an e-mail system, such as automated prompts warning senders 
if they are going to send an e-mail to an external addressee, or with an attachment that 
contains metadata. But, as e-mail risks originate from e-mail users, perhaps the best 
way to mitigate such risks is to help individual e-mail users remember and implement 
a checklist for sending e-mails safely. 



December 2008

e-Discovery Analysis and Technology Alert

Why not make a New Year’s “e-Resolution” to 
reduce your e-mail risks? We suggest the following 
mnemonic device to accomplish that purpose: SAFE 
E-MAIL. As articulated below, this mnemonic 
device enables a user to remember the fundamentals 
of good e-mailing practices and, ideally, will cause 
the user habitually, but quickly, to perform a mental 
checklist of these fundamentals before clicking 
on that ominous “Send” button. Each letter in the 
acronym will remind the user of a fundamental 
e-mail consideration, as explained briefly below:

S = Subject 

Does your e-mail have a subject line? If it is a reply 
e-mail, should the subject line be modified? Accurate 
subject lines help to properly focus the attention of 
the e-mail recipient on the content of your e-mail, 
allow the recipient to more wisely prioritize his or 
her response, and help you and the recipient to find 
e-mails later when needed.

A = Addressees 

Do you have the right addressees, copyees, and blind 
copyees? E-mail systems often “auto-populate” an 
address as soon as you begin to type it in. While 
sometimes helpful, such a function also can cause 
you to send an e-mail to a Williams when you 
intended to send it to a Williamson. Also, if you are 
responding to an e-mail, you need to consider very 
carefully whether you want to hit “Reply,” or “Reply 
To All.” A common embarrassing “Reply To All” 
mistake is when that button is used to respond to a 
broadcast e-mail; for such e-mails, it typically is not 
important to all the other recipients of the original 
e-mail to read your response (even if it is witty and 
insightful).

F = Form 

Do you really want to make this communication in 
the form of an e-mail? Should you write a letter or 
make a phone call instead? Is this a communication 
for which a signed letter on firm or company 
letterhead may be more suitable? If the e-mail 
is intended to be in the nature of a more fornmal 

communication, have you avoided the common 
mistakes of e-mailing without proper punctuation, 
capital letters, etc.?

E = External 

Are you sending the e-mail outside of your 
organization? If so, do you intend to? Although 
this reminder could fall under the category of 
“Addressees” above, it deserves its own spot in 
our mnemonic device, because some of the most 
embarrassing and costly e-mail mistakes have been 
the result of an e-mail being sent inadvertently to an 
external addressee.

E = Etiquette 

One common etiquette check is to ask yourself if 
you would be comfortable with your mother reading 
your e-mail. Are you using language or tone that 
is unbecoming and unnecessary? Have you been 
careful with any humor or sarcasm, which does 
not always play as intended when in written form? 
Have you avoided any “off-color” remarks or jokes 
that could be misinterpreted or embarrassing if 
forwarded or made public?

M = Markings 

Should your e-mail be marked privileged, 
confidential, proprietary, private, urgent or with 
any similar marking?

A = Attachments

Have you included all attachments that you intended 
to attach? Have attachments first been “scrubbed” 
where appropriate to remove confidential metadata 
that you do not intend to send to the addressee(s) 
of your e-mail? Are you sure you are not violating 
any copyright or other intellectual property laws by 
reproducing an attachment in sending your e-mail? 
Are any of the recipients likely to access the e-mail 
on a mobile device that cannot open the attachment 
and, if so, should a copy of the attachment text 
also be pasted into the text of your e-mail for their 
convenience?
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I = Introspection 

Have you taken a moment to pause and consider 
any negative impacts that might flow from sending 
your e-mail? Especially before sending an important 
e-mail, take a few extra moments to re-read the e-mail 
and to try to imagine any negative ramifications that 
might result from sending it. In certain cases, it is 
wise to save it as a draft and review it again later 
before sending it. 

L = Length 

If your e-mail is adding to a chain, do you need to 
include the prior e-mails, or do you want to cut off 
some or all of them? Have you been as concise as 
possible? Many e-mail readers never make it past 
the first paragraph of many e-mails.

So, as you enter 2009, a year in which e-mails will 
surely continue to proliferate, consider making a 
New Year’s e-Resolution not to be one of next year’s 
stories of e-mail misery. Resolve to send safe e-mails 
by clipping from this article the mnemonic device 
below and pasting it onto your desk or monitor to 
help you remember your risk-reducing checklist of 
e-mail fundamentals. And have a Happy (and Safe) 
New Year!
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