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The New Fannie Mae, Freddie Mac, and FHLB 
Whistleblower Rule 
Federal law, and the Federal Housing Finance Agency, will require Fannie Mae, 
Freddie Mac, and the Federal Home Loan Banks to report loan fraud or possible 
fraud to the Agency, and will protect them (and their officers, directors, attorneys, 
and accountants) from liability for those reports, in accordance with a final rule to 
become effective February 26, 2010.1 
 
While those government sponsored entities have generally been required to maintain 
fraud prevention policies and to make reports to their respective regulators in the past 
(in furtherance of the regulators’ safety and soundness responsibilities), this final rule 
reflects the Agency’s coordination of its regulatory efforts for the entities and 
implements new requirements imposed in the Housing and Economic Recovery Act 
of 2008 (“HERA”).2  As part of a comprehensive reform of the entities’ regulation, 
HERA targets mortgage fraud by requiring Fannie Mae, Freddie Mac, and the 12 
Federal Home Loan Banks (the “Banks”) to make a timely report of any such fraud 
or possible fraud in connection with any mortgage loan purchased or sold, and to 
establish and maintain procedures to discover that fraud.  HERA also provides that 
any entity that in good faith makes such a report, and any “entity-affiliated party” 
that in good faith makes or requires a report, will not be liable for the report or for 
any failure to notify any person who is the subject of or is identified in the report.   

The Federal Housing Finance Agency Fraud Reporting Rule 
The Federal Housing Finance Agency (the “Agency”) was created by HERA as an 
independent agency with consolidated general regulatory authority over Fannie Mae, 
Freddie Mac, and the Banks.3  (Previously, those government sponsored entities 
were regulated by the Department of Housing and Urban Development/Office of 
Federal Housing Enterprise Oversight (which oversaw Fannie Mae and Freddie 
Mac), and the Federal Housing Finance Board (which oversaw the Banks).)  Among 
other efforts to strengthen the regulation of those entities, HERA created a new 
statutory requirement for them to target mortgage fraud in the following manner, and 
as described more fully below: 

• First, the Director of the Agency must require each entity generally to report to 
the Director upon discovery or suspicion by the entity that it has purchased or 
sold a fraudulent loan or financial instrument. 

• Second, the Director must require each entity to establish and maintain 
procedures designed to discover any such transactions. 

• Third, the statute protects from liability any entity and any “entity-affiliated 
party” that makes or requires to be made a mortgage fraud report. 
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Reporting Requirements 
Specifically, the final rule requires an entity to report 
to the Director (or his or her designee) under three 
sets of circumstances: 
1. If an entity discovers that it has purchased or 

sold a fraudulent loan or financial instrument, it 
must submit a “timely written report.” 

2. If an entity suspects a possible fraud relating to 
the purchase or sale of any loan or financial 
instrument, the entity also must provide a 
“timely written report.” 

3. If an entity confronts “any situation that would 
have a significant impact” on the entity, it must 
immediately report any fraud or possible fraud 
by telephone or electronic communication. 

The final rule continues to require the entities to 
retain a copy of the report and the supporting 
documentation for 5 years.   
 
The final rule does not provide much guidance as to 
the form or timing of the reports, but indicates that 
the Agency will be issuing additional prescriptions 
and form approvals, and that it will consider 
allowing entities to use a form or format accepted by 
other regulatory agencies. 
 
What Must Be Reported? 
As to what constitutes a “fraudulent loan” or what 
circumstances otherwise are reportable, the rule 
defines “fraud” as a misstatement, 
misrepresentation, or omission that cannot be 
corrected and that was relied upon by the entity to 
purchase or sell a loan or financial instrument.  
(Thus, an entity is not required to report an error that 
may be corrected, or a misstatement or omission that 
would not have affected its decision at the time to 
enter into an applicable transaction.)  “Discovery” is 
intended to apply to discovery through any means 
(e.g., internal processes, government authorities, or 
third parties).  An entity must report “possible fraud” 
when an entity has a reasonable belief, based upon a 
review of information available to the entity, that 
fraud may be occurring or has occurred.  
Ambiguities predictably arise in parsing the statute’s 
language – such as comparing the duty to report 
discovered fraud in connection with a fraudulent 
loan/instrument with the arguably more amorphous 
duty to report suspected fraud relating to the 
purchase or sale of any loan or financial instrument.   

While the Agency’s new final rule does not address 
with specificity the scope of the entities’ duty to 
identify and report fraud or what constitutes a 
significant impact on an entity, the Agency 
promises to provide additional guidance in the 
future.  As an indication of what the Agency may 
target in that guidance, the former regulator for 
Fannie Mae and Freddie Mac explained that among 
other acts or omissions, it sought information on 
false information in identification or employment 
documents, false mortgagee or mortgagor identity, 
fraudulent appraisals, theft of custodial funds, non-
remitted payoff funds, misrepresentations of 
borrower funds, and property flipping designed to 
falsely inflate property values.   
 
What Entity Business is Covered? 
HERA imposed the fraud reporting obligation in 
connection with fraudulent loans or financial 
instruments that the entities purchased or sold, or 
possible fraud relating to the purchase or sale of any 
loan or financial instrument.  In defining “financial 
instrument,” the rule refers broadly to any legally 
enforceable agreement, certificate, or other writing, 
in hardcopy or electronic form, having monetary 
value including, but not limited to, evidence of an 
asset pledged as collateral to a Bank by a member to 
secure an advance.  “Purchased or sold” or “relating 
to the purchase or sale” means any transaction 
involving a financial instrument, including any 
purchase, sale, other acquisition, or creation of a 
financial instrument by a Bank member to be 
pledged as collateral to the Bank to secure an 
advance, the making of a grant by a Bank under its 
affordable housing or community investment 
programs, or the effecting of a wire transfer or other 
form of electronic payments transaction by the 
Bank.   
 
Thus, the Agency intends its fraud reporting rule to 
apply to all the entities’ programs and products, 
including mortgage loan purchase programs, but 
also including mortgage-backed securitization 
programs and secured Bank advances.  The rule 
provides the example that if a single substitution is 
made in a securitized mortgage loan pool, and the 
entity is notified that the substitution was made due 
to fraud (and in spite of any representations or 
warranties made by the issuer), the entity must 
submit a fraud report.  Again, the Agency promises 
to provide additional guidance in the future specific 
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to certain products or programs, and “expects that 
the number of reports for each program or product 
will differ.” 
 
Fraud Discovery Controls, Procedures, and 
Training Requirements 
Imposing a duty to report mortgage fraud that an 
entity discovers, or suspects based on a review of 
available information, clearly entails imposing a 
duty to establish and maintain procedures designed 
to reveal such fraud.  The entities have previously 
been required to maintain such controls, procedures, 
and training.  As part of those controls, the entities 
have all generally required their business partners to 
report known or suspected fraud, although the scope 
of those duties arguably varies or is not crystal clear.   
 
Fannie Mae, for its part, requires its lender partners 
to notify it immediately if the lender learns about 
any misrepresentation or possible breach of a selling 
warranty, including fraud, regardless of who 
committed the act or whether it is believed to rise to 
the level of an actual breach.  Fannie Mae also 
requires lenders to report to it any fraudulent or 
dishonest activities by lenders, contractors, or 
brokers.4  Freddie Mac requires its seller/servicers to 
notify it in writing immediately upon obtaining 
knowledge of any act or offense by a seller/servicer 
or a person with management or supervisory 
responsibilities within a seller/servicer indicating a 
lack of integrity or honesty, including knowledge of 
a criminal conviction or civil judgment for 
commission of fraud.5  The Chicago Bank’s 
Mortgage Partnership Finance Program similarly 
requires participants to report any incident of 
suspected fraud or false representation immediately.6  
Of course, unlike with the suspicious activities 
reports (SARs) that financial institutions are 
required to provide under federal banking laws,7 and 
unlike the similar protection for Fannie Mae, 
Freddie Mac, and the Banks in HERA (discussed 
below), there is unfortunately no express protection 
from liability for the entities’ lender partners when 
they report to those entities incidents of fraud, 
suspected fraud, or other allegedly dishonest 
activities.   
 
It is not clear whether or how the Agency will 
require changes in those requirements for Fannie 
Mae, Freddie Mac, or the Banks to uncover fraud 
going forward.  Again, the rule provides few details, 

simply stating that each entity must establish and 
maintain adequate and efficient internal controls, 
policies, procedures, and an operational training 
program to discover and report fraud or possible 
fraud in connection with the purchase or sale of any 
loan or financial instrument.  The Agency otherwise 
indicates that it may, in certain circumstances, allow 
the entities to rely upon a third party’s fraud 
discovery controls or procedures (such as the 
Chicago Bank’s quality control processes for its 
Mortgage Partnership Finance Program).  In any 
event, the Agency promises to provide “due 
diligence requirements” to uncover fraud or possible 
fraud in particular products or programs (e.g., 
collateral, MBS, and whole loans) through separate 
policy guidance, and promises to include a review 
of an entity’s controls, policies, and training 
programs in its examinations. 
 
Protection from Liability for Report 
HERA provides that an entity that in good faith 
makes a fraud report, and any entity-affiliated party 
that in good faith makes or requires another to make 
a fraud report, is not liable to any person “for the 
report” or for “any failure to provide notice of such 
report to the person who is the subject of such report 
or any other persons identified in the report.”  That 
protection extends to liability that could arise under 
any provision of law, or under any contract, 
arbitration agreement, or other legally enforceable 
agreement.  The rule also states that an entity does 
not waive any privilege under applicable law (such 
as an attorney-client privilege) by reporting fraud or 
possible fraud. 
 
The Agency does not describe that protection from 
“liability for the report” in any greater detail.  The 
protection language largely resembles the federal 
SARs safe harbor, which protects financial 
institutions and their directors, officers, employees, 
and agents that make a disclosure to the appropriate 
authorities of any possible violation of law or 
regulation, including a disclosure in connection with 
the preparation of a SAR, from liability for the 
disclosure or for any failure to provide notice of 
such disclosure.  Thus, the Agency (or a court) may 
interpret the scope of the entities’ protection in a 
similar manner. 
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In addition to protecting Fannie Mae, Freddie Mac, 
and the Banks from reporting liability, HERA also 
protects an “entity-affiliated party,” defined as:   

a.  Any director, officer, employee, or 
controlling stockholder of, or agent for,  
an entity;  

b.   Any shareholder, affiliate, consultant, or 
joint venture partner of an entity, and any 
other person, as determined by the Director 
(by regulation or on a case-by-case basis) 
that participates in the conduct of the 
entity’s affairs 

c.   Any independent contractor for an entity 
(including any attorney, appraiser, or 
accountant), if the independent contractor 
knowingly or recklessly participates in any 
violation of any law or regulation; any 
breach of fiduciary duty; or any unsafe or 
unsound practice; and the violation, breach, 
or practice caused, or is likely to cause, 
more than a minimal financial loss. 

 
Although HERA specifies that independent 
contractors are only protected from liability if they 
knowingly or recklessly participated in a violation, 
breach of duty, or unsafe practice, one can imagine 
Congress intended to include an “unless” or an 
“except when” in there somewhere.  With that, the 
Agency’s final rule states that an entity’s 
independent contractor should be protected 
regardless of whether he or she knew of or 
participated in the conduct, and regardless of 
whether the conduct is likely to cause more than a 
minimal financial loss.  The rule also includes, 

among the protected entity-affiliated parties, any 
not-for-profit corporation that receives its principal 
funding, on an ongoing basis, from any regulated 
entity.8   
 
As indicated above, the protection from liability 
applies not just to “the report,” but to the failure to 
provide notice of any such report to the person who 
is the subject of the report or who is identified in the 
report.  In fact, the rule continues to prohibit an 
entity or any entity-affiliated party from disclosing 
to any person that it has submitted a fraud report to 
the Agency (unless of course the entity or party is 
required by law to disclose or report fraud or 
possible fraud, such as to law enforcement 
authorities, or unless the Agency provides written 
permission for the disclosure).   

Conclusion 
Until the Agency issues additional guidance on the 
format and content of the fraud reports required by 
the entities, it is not clear whether the Agency 
intends to significantly change the format or scope 
of those reports or its treatment of the information 
contained in the reports.  Clearly, finding and 
eliminating fraud is of crucial importance to all 
participants in the housing finance industry.  Yet, 
while Fannie Mae, Freddie Mac, and the Federal 
Home Loan Banks will benefit from the statutory 
protections against liability for fraud reports made 
in good faith, HERA does not provide similar 
protection to approved sellers whose reports may 
provide the foundation for Fannie Mae, Freddie 
Mac and the Banks to meet their statutory 
obligations under HERA.  
 

 
                                                 
1 Reporting of Fraudulent Financial Instruments, 75 Fed. 
Reg. 4,255 (Jan. 27, 2010) (to be codified at 12 C.F.R. pt. 
1731). 
 
2 Pub. L. No. 110-289, 122 Stat. 2654, § 1115 (codified at 
12 U.S.C. § 4642(a)). 
 
3 The Agency also was given authority over the Office of 
Finance, previously regulated by the Federal Housing 
Finance Board.  See 12 C.F.R. pt. 985. 
 
4 Fannie Mae Single Family 2009 Selling Guide, A3-4-03, 
Preventing, Detecting, and Reporting Mortgage Fraud. 
 

                                                                            
5 Freddie Mac Single Family 2006 Seller/Servicer Guide, Vol. 1, 
Ch. 2.15: Notification concerning Principals. 
 
6 Mortgage Partnership Finance, PFI Notice 2005-4 (Sept. 9, 
2005). 
 
7 31 U.S.C. § 5318(g)(3). 
 
8 The Agency’s final rule also includes the Office of Finance as 
an “entity-affiliated party.” 
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K&L Gates’ Mortgage Banking & Consumer Financial Products practice provides a comprehensive range of 
transactional, regulatory compliance, enforcement and litigation services to the lending and settlement 
service industry. Our focus includes first- and subordinate-lien, open- and closed-end residential mortgage 
loans, as well as multi-family and commercial mortgage loans. We also advise clients on direct and indirect 
automobile, and manufactured housing finance relationships. In addition, we handle unsecured consumer 
and commercial lending. In all areas, our practice includes traditional and e-commerce applications of 
current law governing the fields of mortgage banking and consumer finance. 
 
For more information, please contact one of the professionals listed below.  
 
LAWYERS 
Boston  
 R. Bruce Allensworth bruce.allensworth@klgates.com  +1.617.261.3119  
 Irene C. Freidel  irene.freidel@klgates.com  +1.617.951.9154  
 Stephen E. Moore  stephen.moore@klgates.com  +1.617.951.9191  
 Stanley V. Ragalevsky  stan.ragalevsky@klgates.com  +1.617.951.9203  
 Nadya N. Fitisenko  nadya.fitisenko@klgates.com  +1.617.261.3173  
 Brian M. Forbes  brian.forbes@klgates.com  +1.617.261.3152  
 Andrew Glass  andrew.glass@klgates.com  +1.617.261.3107  
 Phoebe Winder  phoebe.winder@klgates.com  +1.617.261.3196 
Charlotte  
 John H. Culver III  john.culver@klgates.com  +1.704.331.7453 
Los Angeles  
 Thomas J. Poletti  thomas.poletti@klgates.com  +1.310.552.5045 
Miami  
 Paul F. Hancock  paul.hancock@klgates.com  +1.305.539.3378 
New York  
 Philip M. Cedar  phil.cedar@klgates.com  +1.212.536.4820  
 Elwood F. Collins  elwood.collins@klgates.com  +1.212.536.4005  
 Steve H. Epstein  steve.epstein@klgates.com  +1.212.536.4830  
 Drew A. Malakoff  drew.malakoff@klgates.com  +1.216.536.4034 
San Francisco  
 Jonathan Jaffe  jonathan.jaffe@klgates.com  +1.415.249.1023  
 Elena G. Babinecz  elena.babinecz@klgates.com  +1.415.882.8079 
Seattle  
 Holly K. Towle  holly.towle@klgates.com  +1.206.370.8334 
Washington, D.C.  
 Costas A. Avrakotos  costas.avrakotos@klgates.com  +1.202.778.9075  
 Melanie Hibbs Brody  melanie.brody@klgates.com  +1.202.778.9203  
 Daniel F. C. Crowley  dan.crowley@klgates.com  +1.202.778.9447  
 Eric J. Edwardson  eric.edwardson@klgates.com  +1.202.778.9387   
 Steven M. Kaplan  steven.kaplan@klgates.com  +1.202.778.9204  
 Phillip John Kardis II  phillip.kardis@klgates.com  +1.202.778.9401  
 Rebecca H. Laird  rebecca.laird@klgates.com  +1.202.778.9038  
 Laurence E. Platt  larry.platt@klgates.com  +1.202.778.9034  
 Phillip L. Schulman  phil.schulman@klgates.com  +1.202.778.9027    
 Nanci L. Weissgold  nanci.weissgold@klgates.com  +1.202.778.9314  
 Kris D. Kully  kris.kully@klgates.com  +1.202.778.9301  
 Morey E. Barnes  morey.barnes@klgates.com  +1.202.778.9215  
 David L. Beam  david.beam@klgates.com  +1.202.778.9026  
 Emily J. Booth  emily.booth@klgates.com  +1.202.778.9112  



 

February 2010      

Mortgage Banking & Consumer Financial Products Legal Insight 

 Holly Spencer Bunting  holly.bunting@klgates.com  +1.202.778.9853  
 Krista Cooley  krista.cooley@klgates.com  +1.202.778.9257  
 Rebecca Lobenherz  becky.lobenherz@klgates.com  +1.202.778.9177  
 Melissa S. Malpass  melissa.malpass@klgates.com  +1.202.778.9081  
 David G. McDonough, Jr.  david.mcdonough@klgates.com  +1.202.778.9207  
 Stephanie C. Robinson  stephanie.robinson@klgates.com  +1.202.778.9856  
 Kerri M. Smith  kerri.smith@klgates.com  +1.202.778.9445  
 David Tallman  david.tallman@klgates.com  +1.202.778.9046 
 
Director of Licensing 
Washington, D.C.  
 Stacey L. Riggin  stacey.riggin@klgates.com  +1.202.778.9202 
 
Regulatory Compliance Analysts 
Washington, D.C.  
 Dameian L. Buncum  dameian.buncum@klgates.com  +1.202.778.9093  
 Teresa Diaz  teresa.diaz@klgates.com  +1.202.778.9852  
 Jennifer Early  jennifer.early@klgates.com  +1.202.778.9291  
 Robin L. Gieseke  robin.gieseke@klgates.com  +1.202.778.9481  
 Allison Hamad  allison.hamad@klgates.com  +1.202.778.9894  
 Brenda R. Kittrell  brenda.kittrell@klgates.com  +1.202.778.9049  
 Dana L. Lopez  dana.lopez@klgates.com  +1.202.778.9383  
 Patricia E. Mesa  patty.mesa@klgates.com  +1.202.778.9199  
 Jeffrey Prost  jeffrey.prost@klgates.com  +1.202.778.9364
 
 
 
 
Anchorage   Austin   Beijing   Berlin   Boston   Charlotte   Chicago   Dallas   Dubai   Fort Worth   Frankfurt   Harrisburg   Hong Kong   London 

Los Angeles   Miami   Moscow   Newark   New York   Orange County   Palo Alto   Paris   Pittsburgh   Portland   Raleigh   Research Triangle Park 

San Diego   San Francisco   Seattle   Shanghai   Singapore   Spokane/Coeur d’Alene   Taipei   Tokyo   Washington, D.C. 

 
K&L Gates includes lawyers practicing out of 35 offices located in North America, Europe, Asia and the Middle East, and represents numerous 
GLOBAL 500, FORTUNE 100, and FTSE 100 corporations, in addition to growth and middle market companies, entrepreneurs, capital market 
participants and public sector entities. For more information, visit www.klgates.com. 
 
K&L Gates is comprised of multiple affiliated entities: a limited liability partnership with the full name K&L Gates LLP qualified in Delaware and 
maintaining offices throughout the United States, in Berlin and Frankfurt, Germany, in Beijing (K&L Gates LLP Beijing Representative Office), in 
Dubai, U.A.E., in Shanghai (K&L Gates LLP Shanghai Representative Office), in Tokyo, and in Singapore; a limited liability partnership (also named 
K&L Gates LLP) incorporated in England and maintaining offices in London and Paris; a Taiwan general partnership (K&L Gates) maintaining an 
office in Taipei; a Hong Kong general partnership (K&L Gates, Solicitors) maintaining an office in Hong Kong; and a Delaware limited liability 
company (K&L Gates Holdings, LLC) maintaining an office in Moscow. K&L Gates maintains appropriate registrations in the jurisdictions in which its 
offices are located. A list of the partners or members in each entity is available for inspection at any K&L Gates office. 
 
This publication is for informational purposes and does not contain or convey legal advice. The information herein should not be used or relied upon 
in regard to any particular facts or circumstances without first consulting a lawyer. 
 
©2010 K&L Gates LLP. All Rights Reserved. 

 

 


