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The Dodd-Frank Whistleblower Rules
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Background

The Dodd-Frank Act established a whistleblower 
program that enables the SEC to pay an award to 
eligible whistleblowers under certain 
circumstances. 

Awards will be paid out of the Investor Protection 
Fund, which currently has a balance in excess of 
$450 million.

The SEC adopted a final rule on May 25 
implementing the program (Reg. 21 F).

Effective date: August 12.
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General Framework

Payment of 10 to 30 percent of monetary 
sanctions obtained

To eligible whistleblowers
Who voluntarily provide
Original information about a possible violation 
of the federal securities laws
Leading to successful enforcement action with 
sanctions exceeding $1 million
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Who Is Eligible? Almost Anyone!

Any individual or group of individuals – even a 
wrongdoer

Company personnel
Competitors
Former employees
Investors
Consultants
Former spouses and significant others
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Eligibility Exceptions

Certain classes of persons, such as an entity’s 
counsel, compliance personnel or auditors, generally 
are not eligible.
But there are exceptions and even these individuals 
can be whistleblowers under some circumstances.

For example, a member of the compliance or internal 
audit department of a company may qualify for an 
award if he or she has “a reasonable basis to 
believe” that disclosure is necessary to prevent 
substantial injury to the company or its investors.
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Eligibility Exceptions

The SEC has indicated that it expects this standard 
generally to be met by a showing “that responsible 
management or governance personnel at the entity 
were aware of the imminent violation and were not 
taking steps to prevent it.”
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What does “voluntarily” mean?

Before the whistleblower or the whistleblower’s 
representative receives a request from the SEC, 
PCAOB, SRO, Congress, federal government, 
state attorney general or securities regulatory 
authority
Not voluntary if whistleblower has individual duty to 
report matter to the Commission
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Qualifying Information

Original 
AND

Based on 
Independent knowledge
OR
Independent analysis

Whistleblower is eligible even if information was 
obtained in violation of company policies, civil law 
or certain privileges
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Consequences for Whistleblowers

SEC
No amnesty; wrongdoers will be held accountable 
even if blow the whistle

No retaliation permitted by employer if qualify as 
whistleblower

Employer may not discharge, demote, threaten or 
discriminate against whistleblower
SEC can bring enforcement action for retaliation
Whistleblower also has federal right of action to 
enforce this provision
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Key Issues and Practical 
Considerations
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No Spike in Whistleblower Reports . . . So Far

The deputizing of corporate America – general 
expectation is that whistleblower reports will rise 
over time

SEC Enforcement Director Robert Khuzami has 
stated publicly that the staff has not seen a big spike 
in whistleblower reports, however, the quality of and 
extent of documentation supporting the tips has 
improved.

Whistleblowing and the plaintiff’s bar
Are late night TV ads to come?
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What Has Not Changed

No new compliance program requirement
Unlike other recent regulations, this rule does not 
require companies to implement new policies and 
procedures

(Contrast with SOX Whistleblower Provisions)
Carry on with your current internal reporting regime 
or create one if you don’t currently have one
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Tension with Corporate Compliance Efforts

No requirement that employees first report concerns 
internally

SEC rule seeks to “not discourage” employees from first 
reporting to the company
SEC “may” (but need not) consider higher percentage 
awards for those who first report internally

Internal investigations
Company personnel who learn of an issue by being 
questioned in an internal review can qualify for bounty
Compliance personnel become eligible for bounties where 
company fails to report to SEC within 120 days
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The Goal – Get Ahead of the Issue

The Proactive vs. the Reactive Approach
If a company is not the first to learn of potential 
misconduct, the chances now seem very much 
increased that the SEC will be – by which time a small 
problem may have grown into something much larger.



15

Reinforcing the Message

How to make your internal reporting regime more 
effective:

It all starts with the tone at the top
If management is not behind the mandate, the 
battle is already lost

Tell them how to report and make internal 
reporting easy (toll-free numbers, drop boxes 
and open channels)

Give people peace of mind – outline how reports 
will be handled
Remind them that the company will not retaliate
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Reinforcing the Message

How to make your internal reporting regime more 
effective:

Training of the rank and file and their supervisors
Win the hearts and minds and the rest will follow
a.k.a. the “eyes and ears” speech

Interviewing departing personnel
A last chance to get ahead of the issue
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Responding to Internal Reports

Act on any internal reports quickly
Conduct an internal investigation of the issue

Depending on the magnitude of the issue and 
whether senior personnel may be implicated, 
consider having a third party conduct the 
investigation

Report findings up the chain
Consider reporting back to internal whistleblower 
the results of the investigation and corrective 
action taken, if any
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Internal Whistleblower Policy Will Not Cure All

No policy, standing alone, is sufficient to ensure the 
success of a company’s system for the reporting of 
potential wrongdoing.  

At best, a policy can serve as a statement of 
principals and intentions that must be proven, 
again and again, by actions that meet those 
standards.
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Proactive Steps
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Effect on “self-reporting” decisions

Only the first person to report information will be 
eligible for a bounty
Companies may seek to report first to obtain 
cooperation credit
Changing the calculus of the self-reporting decision

Greater chance that violations will come to SEC 
attention
Greater risk that whistleblower will report before the 
company does
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Be prepared to respond to SEC Enforcement

SEC Enforcement Staff may contact companies 
about whistleblower reports

May offer companies the opportunity to 
investigate and report back

Significant advantages in cost and control
Staff will need to confident that company will 
cooperate and conduct credible inquiry

Advance planning can position company to make 
an appropriate response
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Encouraging internal reporting

Seek to maximize the possibility that the company 
will be the first to know of potential wrongdoing
Promote the expectation that the company wants to 
know about potential wrongdoing

Appeal to shared values, like integrity
Remind personnel of the risks posed by illegal 
conduct
Explain the company’s need to know of 
employee concerns
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Encouraging internal reporting

Require internal reporting
Actively encourage reporting of genuine concerns 
– even if they turn out to be mistaken.

Provide clear instructions on how to report
Offer alternative ways to report

Describe what the company will do with reports
Prompt investigation by independent personnel

Make clear that retaliation will not be tolerated 
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Enhance corporate compliance systems

More proactive / less passive
Risk assessments
Active monitoring of compliance
Retrospective auditing of compliance



25

Reduce the risk of retaliation claims

Limit the number of individuals aware of the 
identities of whistleblowers
Do not seek to identify anonymous whistleblowers
Provide training for managers at all levels
Adhere to best practices for employee evaluations

Document fully and accurately
Review performance honestly and timely

Exercise extra caution with employees who may 
use whistleblowing as an offensive strategy
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Contact Details
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Rebecca L. Kline Dubill, Partner

WASHINGTON D.C. OFFICE
202.778.9064  TEL
202.778.9100  FAX
becky.klinedubill@klgates.com

Ms. Kline Dubill concentrates her practice in the areas 
of government enforcement and internal 
investigations. In cases involving a wide array of 
subject matters, she has represented broker-dealers, 
investment companies, investment advisers, hedge 
funds, corporate officers and directors and other 
individuals before the U.S. Securities and Exchange 
Commission, the U.S. Department of Justice, FINRA 
and state securities regulators. In addition, Ms. Kline 
Dubill has conducted numerous internal investigations 
relating to various substantive areas involving the 
application of state and federal law. She has also 
counseled financial services firms regarding various 
regulatory issues and represented firms and 
individuals in customer arbitrations and litigation.
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Matt T. Morley, Partner

WASHINGTON D.C. OFFICE
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Mr. Morley assists clients in responding to 
investigations by law enforcement authorities and 
regulatory agencies, and counsels them on 
complying with the federal securities laws and other 
regulatory requirements. He also works with 
companies in developing and implementing 
corporate compliance programs. Mr. Morley 
concentrates his practice on SEC Enforcement 
matters, the Foreign Corrupt Practices Act, and 
internal inquiries regarding potential misconduct by 
corporate personnel.
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Mr. Teleki focuses his practice on regulatory 
compliance issues facing registered investment 
companies, including mutual funds and closed-end 
funds, broker-dealers, investment advisers, 
unregistered funds, variable insurance product 
issuers and distributors, and related service 
providers. He also advises financial institutions on 
anti-money laundering and OFAC issues. Mr. Teleki
also has experience in corporate governance and 
Sarbanes-Oxley issues.
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Dodd-Frank Whistleblower Alert: How Can 
Employees be Encouraged to Report 
Potential Misconduct to Their Employers?
Dodd-Frank's whistleblower provisions require the payment by the SEC of large cash awards to 
persons who provide information leading to the recovery of $1 million or more in connection with 
federal securities law violations. Since virtually any significant legal or regulatory violation by a 
public company, investment adviser or broker-dealer may constitute a failure to disclose or other 
violation of the federal securities laws, however, the Dodd-Frank whistleblower provisions represent 
a very broad mandate. 

Many companies are now considering what more can be done to encourage employees to report 
instances of potential misconduct to their employers. As discussed in our previous alert, "What
Companies Need to Know About the Dodd-Frank Whistleblower Rules," Dodd-Frank's 
whistleblower provisions place a high premium on the ability to detect and prevent illegal conduct, 
and this is best accomplished by assuring that there are effective systems for individuals to report 
concerns about potential employer wrongdoing. With the prospect of obtaining a sizeable monetary 
reward from the SEC, employees may perceive reduced incentives to make such internal reports - 
leaving employers exposed to being blindsided by a phone call or subpoena from federal authorities.

Companies cannot match the bounties that successful whistleblowers may receive under the Dodd-
Frank program. Yet in many - perhaps most - cases, employees may be motivated by considerations 
other than the prospect of a large payout. As an initial matter, it will ordinarily be far from certain 
that any tip will lead to the SEC's recovery of more than a million dollars. Beyond that, however, it is 
notable that whistleblowing is often a last resort for frustrated employees who come to believe that 
their concerns are unwelcome or unheard. Despite the enactment of strong anti-retaliation laws, an 
employee's decision to approach government authorities about a workplace situation is usually a step 
not taken lightly, given very legitimate concerns as to the potential disruption of one's career path or 
repercussions in the broader community. Employees may be far less likely to take their concerns to 
the government where their employer provides a credible and safe way to raise them.

There is no formula for establishing the credibility of an employer's internal reporting process, and 
creating trust in the process requires more than simply having the right mechanisms in place. A 
user-friendly process for the reporting of potential misconduct is certainly an essential prerequisite to 
an effective internal reporting system - but the more difficult task is to create confidence that, if 
employees choose to use the system, they can do so without risking harm to their livelihoods, and 
that their concerns will receive a fair evaluation.

A starting place for these kinds of enhancements may be the employer's policy on internal reporting. 
Of course, policies and procedures need to fit the particular culture of the employer, and to be stated 
in a way that employees will accept and respond to, but in developing such a policy, most employers 
will find it useful to consider the following elements.

1. An Appeal to Shared Values. The cohesiveness of every organization rests upon one or 
more common values that enable its employees to work together. A reminder of these 

  

  



principles may be an effective starting place for any policy about reporting misconduct, such 
as a statement affirming the importance of integrity in dealing with clients, customers, 
stakeholders and each other. 

2. A Reminder of the Risks Posed to Everyone by Improper Conduct. The success of any 
reporting policy will depend, in large part, on the degree to which company personnel believe 
that conduct in violation of the law or company policy jeopardizes the company's success 
and potentially the security of their own livelihoods. Employees will be more likely to report 
misconduct that they see as affecting them personally. 

3. An Explanation of the Employer's Need to Know of Employee Concerns. Companies 
may bear responsibility for what their employees or representatives do, without regard to 
whether they have authorized it or know about it, and they cannot stop or remedy 
misconduct unless they know about it. Given the magnitude of the potential risks involved, it 
is essential for the company to become aware of situations that may involve illegal behavior. 
Companies should consider not only alerting employees of the company's compliance policy, 
but also training compliance staff and managers at every level to be alert to indications of 
potential problems. 

4. An Expectation that Employees Will Report. Companies should be clear that employees 
are expected to report their concerns about potentially illegal conduct and violations of 
company policy, and that this is an important component of their responsibilities to their 
employer. Good faith reports should be encouraged, even if they may ultimately prove to 
have been mistaken. At the same time, it is appropriate to note that the making of a 
maliciously false report is a serious offense. 

5. Active Encouragement to Report Genuine Concerns About Potential Misconduct. For 
nearly a decade, public companies have been required under Sarbanes-Oxley to have a means 
for employees to make confidential (and, if they so choose, anonymous) reports about 
questionable auditing and accounting matters, and many other businesses, particularly 
regulated entities, also have such systems. Given Dodd-Frank's significant incentives to 
report such concerns to the SEC, employers may conclude that they need to actively 
encourage employees to come forward with their concerns. This will require much more 
than a policy statement welcoming such reports - but such a statement is a first step toward 
implementing this objective. 

6. Instructions as to Precisely How to Make a Report. Employees need to know what steps 
to follow if they want to make a report, and the company will want to make this information 
readily available. Companies should consider offering a number of avenues for employees to 
report their concerns about improper conduct. In some circumstances, employees may have 
no problem raising a matter with their managers or compliance staff, while in other situations, 
they may seek an authority figure outside their reporting chain (such as the general counsel, 
the chief compliance officer, or the audit committee chairman), or they may prefer to report 
anonymously, by telephone hotline or via internet. 

7. A Description of What Will Happen After a Report is Made. Reluctant employees are 
unlikely to express their concerns simply because the company says that it encourages them 
to do so - but they may be swayed by information about how such reports will be handled. 
While companies need to preserve sufficient flexibility to respond appropriately in a wide 
range of circumstances, there may be value in explaining who will determine the company's 
response to the report, and who will direct any subsequent investigation. Employees may 
derive particular comfort from knowing that persons implicated in any potential wrongdoing, 
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particularly senior managers, will not be directing the company's response to the report. It 
may also be worthwhile to develop a way to provide some form of progress report to a 
reporting employee, to the extent this can be done in a way consistent with the company's 
other obligations. 

8. A Guarantee that the Reporting Employee Will Not Suffer Adverse Consequences for 
Any Report Made in Good Faith, and Instructions About What to do in the Event of 
Retaliation. Any employee considering whether to make a report will evaluate whether doing 
so will risk his ability to continue his employment with the company. With so much at stake, 
an employee is likely to require a considerable degree of confidence in the company and its 
leadership before coming forward.

No policy, standing alone, is sufficient to ensure the success of a company's system for the 
reporting of potential wrongdoing. At best, a policy can serve as a statement of principles and 
intentions that must be proven, again and again, by actions that meet those standards. 

Matt T. Morley
matt.morley@klgates.com

P +1.202.778.9850
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What Companies Need to Know About the 
Dodd-Frank Whistleblower Rules 
With the Securities and Exchange Commission’s adoption on May 25, 2011 of rules 
implementing the Dodd-Frank Act’s whistleblower provisions, companies subject to 
the federal securities laws face significant new challenges.  Under the Act, persons 
who provide the SEC with information leading to a successful enforcement action in 
which more than $1 million is recovered are entitled to an award of 10 to 30 percent 
of those amounts, with the precise amount to be determined by the SEC.  These 
incentives are intended to be powerful.  As SEC Chairman Mary Schapiro stated, 
“too many people remain silent in the face of fraud,” and the SEC’s new rules 
(summarized in Appendix A, below) “are intended to the break the silence of those 
who see a wrong.”  Given that many SEC enforcement actions are resolved for tens 
or hundreds of millions of dollars, whistleblower awards are likely to be enormous.   
 
Many observers expect that Dodd-Frank’s whistleblower provisions will prove to 
have the most far-reaching impact of any portion of the Act, bringing a fundamental 
shift in federal securities law enforcement.  While this remains to be seen, for 
companies subject to SEC jurisdiction, a number of things seem clear. 
 
1. Companies should anticipate how they will respond if contacted by the SEC’s 
Enforcement Division about a whistleblower complaint.  Dodd-Frank’s monetary 
incentives are expected to result in a considerable increase in reports about potential 
corporate wrongdoing.  Some of these will provide reliable information about 
violations of the law.  Others may be less than accurate, yet sufficient to provoke 
further investigation.  It will be the SEC’s task to sort through this information and to 
pursue those tips that seem worthy of further inquiry.  This will often lead the 
Enforcement Staff to seek additional information from the company.       

When contacted about a Dodd-Frank whistleblower matter, a company’s initial 
interactions with the SEC Staff will likely be determinative as to how the matter will 
proceed.  The company may have an opportunity to resolve the matter itself, but to 
take advantage of this opportunity, the company must be prepared to make the right 
response on the spot.  The SEC has stated that it expects to permit companies, in 
some circumstances, to conduct their own investigations of Dodd-Frank 
whistleblower allegations, and to report back to them.  This can prove considerably 
less disruptive and costly than dealing with an investigation by SEC Enforcement 
personnel.  But for this option to be available, the SEC Staff will need to be 
comfortable that the company will conduct a credible, good faith investigation of the 
matter, and that it will cooperate with the SEC on an ongoing basis.   
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2. In any situation involving a potential securities 
law violation, companies should remain alert to the 
fact that almost anyone can be a Dodd-Frank 
whistleblower.  This includes not only company 
personnel, but also a wide range of other people who 
may take issue with the conduct of company 
personnel, such as competitors, former employees, 
investors, consultants, former spouses and 
significant others. Others may simply be  
motivated by the opportunity for financial gain. 
Whistleblowers may contact the SEC anonymously, 
by acting through their own counsel, and the identity 
of persons who receive awards under the program 
need not be publicly disclosed.   
 
Even those who owe special responsibilities to the 
company resulting from fiduciary duties or 
professional ethics can, under some circumstances, 
report potential misconduct to the SEC without ever 
informing the company.  For example, compliance 
and internal audit personnel, who are ordinarily 
ineligible for Dodd-Frank whistleblower bounties, 
may qualify for an award where he or she “has a 
reasonable basis to believe” that disclosure is 
necessary to prevent substantial injury to the 
company or its investors.  The SEC has indicated 
that it expects this standard to generally be met by a 
showing “that responsible management or 
governance personnel at the entity were aware of the 
imminent violation and were not taking steps to 
prevent it.”   Compliance and internal audit 
personnel are also free to report information 
conveyed to them in the course of their duties if the 
company has not reported the violation to the SEC 
within 120 days after it was provided to the 
company.   
 
Whistleblowers can qualify for an award even if 
they obtained their information improperly or, in 
some cases, illegally.  The SEC rules provide for 
awards to be made unless a court finds that a report 
was based on information obtained in violation of 
federal or state criminal law. 
 
3. Whistleblowers are not required to report their 
concerns to the company.  Although the SEC was 
urged by many to do so, it declined to require that 
whistleblowers report their concerns to the company 
either before making a report to the SEC or 
afterwards.  The SEC rules offer some incentives to 
whistleblowers who report to the company, but these 

are so vague and uncertain of application that they 
seem unlikely to have much effect.  For example, a 
whistleblower’s decision to report internally is a 
factor that “can” lead the SEC to make a larger 
award, and where a whistleblower makes an internal 
report, the whistleblower will be credited for all 
information later provided by the company to the 
SEC – if the company determines to make such a 
report.   
 
Central to the SEC’s decision not to require internal 
reporting was the agency’s view that, although some 
companies have robust compliance programs that 
offer appropriate assurances of confidentiality, 
others do not.  As the SEC noted in adopting the 
rules, “Ultimately we believe that whistleblowers 
are in the best position to assess whether reporting 
potential securities violations through their 
companies’ internal compliance and reporting 
systems would be effective.”   
 
4. Companies should focus on how they can better 
encourage personnel to internally report  concerns 
about potential misconduct.  Dodd-Frank’s 
whistleblower provisions place a high premium on 
the ability to detect and prevent illegal conduct and, 
as noted in our prior alert (“Dodd-Frank 
Whistleblower Bounties: An Effective Hotline May 
Keep You Out of Hot Water”), this is best 
accomplished by assuring that there are effective 
systems for individuals to report concerns about 
potential corporate wrongdoing, and that those 
systems have credibility to company personnel.  For 
employees to accept the risk of informing the 
company about misconduct by other employees – 
particularly higher-ranking ones – they must be 
strongly convinced that the company wants to 
receive that information, and that persons who 
report such concerns will be protected from 
retaliation.  Convincing company personnel of this 
requires not only having the right systems in place, 
but also constant reinforcement of this attitude at 
every level of the organization.    
 
Dodd-Frank’s whistleblower provisions make it 
more likely that there will be significant 
consequences for companies that fail to implement 
effective internal reporting systems.  If a company 
is not the first to learn of potential misconduct, the 
chances now seem very much increased that the 

http://www.klgates.com/files/Publication/fb87c742-ed56-444b-8a3e-187bd8034cc6/Presentation/PublicationAttachment/1bc0dab5-85b7-4d0b-b180-23dd4bdadc6e/Alert_DoddFrank_Whistleblower_Bounties.pdf
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SEC will be – by which time a small problem may 
have grown into something much larger.  
 
5. Decisions about self-reporting potential securities 
law violations to the SEC will now be made under 
even greater pressure.  It remains the case that in 
most circumstances, there is no obligation to report 
potential violations of the federal securities laws, 
and the SEC’s adopting release noted that the new 
whistleblower regime “is not intended to, and does 
not, create any new or special duties of disclosure on 
entities to report violations or possible violations of 
law to the Commission or to other authorities.”  At 
the same time, however, the Commission reiterated 
that “the promptness with which entities voluntarily 
self-report their misconduct” is an important factor 
“when considering whether and to what extent to 
grant leniency to entities for cooperating in our 
investigations and related enforcement actions.”   
 
Companies may lose the benefits of self-reporting if 
a whistleblower contacts the SEC first – and 
whistleblowers themselves are engaged in a race to 
report, both with the company and with other 
potential whistleblowers, since a whistleblower can 
only collect an award for information previously 
unknown to the SEC.  With the prospect of huge 
monetary rewards for whistleblowers, there are 
likely to be legions of new eyes and ears attuned to 
potential violations.  This all means that companies 
will have less time to decide whether to self-report, 
and face greater risks that a whistleblower will 
report them if they do not report themselves.   

*   *   *   *   * 
No company can compete with the monetary 
incentives offered by the SEC, and it seems certain 
that the Dodd-Frank whistleblower provisions will, 
to some extent, undercut the effectiveness of 
corporate compliance programs.  Some employees 
will inevitably take their concerns directly to the 
SEC, whether in the hopes of obtaining a bounty or 
because of fear of retaliation or inaction by the 
company.  But other employees, if convinced that 
their concerns will be handled fairly, may be more 
likely to try to resolve them within the company.  
Companies should continue to evaluate how they 
can be the first to learn that their employees may be 
violating the law, and how they can best position 
themselves to respond quickly and appropriately in 
those situations. 
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Appendix A: Summary of the final SEC 
rules implementing the Dodd-Frank 
Whistleblower provisions (new 
Exchange Act Section 21F) 
Under the rules adopted by the SEC, a whistleblower 
will become eligible for an award by:  

• voluntarily providing information not previously 
known to the SEC 

• that leads to a successful enforcement action  

• in which the SEC or authorities obtain monetary 
sanctions totaling more than $1 million. 

 

Certain people are not generally eligible for a 
whistleblower award.  These include: 

• Attorneys (including in-house counsel);  

• Compliance and internal audit personnel; and  

• Independent public accountants working on 
SEC audits.  
 

Even persons in these categories who would not 
otherwise be eligible for an award can qualify 
under certain limited circumstances, including the 
following: 

• If they believe that disclosure may prevent 
substantial injury to the financial interest or 
property of the entity or investors.  

• If they believe that the company is engaging in 
conduct that will impede an investigation.  

• If the company’s audit committee, chief legal 
officer, or chief compliance officer have been 
aware of the information for at least 120 days, 
and have not disclosed it to the SEC.  
 

Whistleblowers need not report potential violation 
to their employers in order to qualify for an award, 
but the SEC rules provide some incentives for them 
to do so.   

• A whistleblower who reports internally can be 
eligible for an award if the company 
subsequently informs the SEC about the 
violations.  

• A whistleblower reporting internally can be 
treated as if he or she reported the information 
to the SEC as of that date, if the whistleblower 
provides the information to the SEC within 120 
days after reporting to the company.   

• In determining the amount of a whistleblower 
award, the whistleblower’s voluntary 
participation in the company’s internal 
compliance and reporting systems is a factor 
that may increase the amount of an award.  
Conversely, a whistleblower’s interference with 
internal compliance and reporting is a factor 
that may decrease the amount of an award.  
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