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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
V.

Civil Action No: 1:07-cv-01707 (HHK/JMF)

EXECUTIVE OFFICE OF THE
PRESIDENT, etal.,

Defendants.

NATIONAL SECURITY ARCHIVE,
Plaintiff,
V. Civil Action No: 1:07-cv-01577 (HHK/JMF)

EXECUTIVE OFFICE OF THE
PRESIDENT, etal.,

Defendants.

N N N N N N N N N N N N N N N N N N N N N N N

NOTICE OF FILING

Pursuant to this Court’s January 8, 2008 Memorandum Order, undersigned counsel
submits this Notice of Filing that the Declaration of Theresa Payton is submitted in accordance
with the Court’s instructions.

I

I
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The Declaration of Theresa Payton is attached to this Notice of Filing as Exhibit A.

Respectfully submitted this 15th day of January, 2008.

JEFFREY S. BUCHOLTZ
Acting Assistant Attorney General

JEFFREY A. TAYLOR
United States Attorney

ELIZABETH J. SHAPIRO
Assistant Branch Director

[s/ Helen H. Hong

HELEN H. HONG (CA SBN 235635)
Trial Attorney

U.S. Department of Justice, Civil Division
P.O. Box 883, 20 Massachusetts Ave., NW
Washington, D.C. 20044

Telephone: (202) 514-5838

Fax: (202) 616-8460
helen.hong@usdoj.gov

Counsel for Defendants
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CERTIFICATE OF SERVICE

I hereby certify that on January 15, 2008, a true and correct copy of the foregoing Notice
of Filing was served electronically by the U.S. District Court for the District of Columbia
Electronic Document Filing System (ECF) and that the document is available on the ECF

system.

/s/ Helen H. Hong
HELEN H. HONG
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Exhibit A
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CITIZENS FOR RESPONSIBILITY
AND ETHICS IN WASHINGTON,

Plaintiff,
: v.: | Civil Action No: 1:07-cv-01707 (HHK/IMF)
EXECUT IVE OFFICE OF THE
PRESIDENT, etal., ‘
Defendants.

NATIONAL SECURITY ARCHIVE,

Plaintiff,
. Civil Action No: 1:07-cv-01577 (HHK/IMF)
EXECUTIVE OFFICE OF THE B
PRESIDENT, ct al, -
’ Deféndants,v .

DECLARATION OF THERESA PAYTON
I, Therl:sa Paﬁom declare as follows .

1. ' Mynameis Theresa Payton and I currently hold the pos1t10n of Chlef Information
Officer (CIO) in-the Ofﬁce.of Administration (OA), Executive Office of the President (EOP). In
this capacity, I am responsible for prbviding 'strategic and operational leadership within the
Office of the Chief Information Officer (OCIO). Ihave held the position of CIO in OA since
May 2006. N | | |

2. 1 submit this Dgcl'aration on behalf of the Defendant OA pursuapt to the Order of

Magistrate Judge John M. Facciola dated January 8, 2008. The statements contained in this
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Declaratioo are based on my personal knowledge and on information provided to me by
members of my staff in the performance of my official duties.
A OAandthe OCIO |
3. OA wae created by Reorganization Plan No. 1 of 1977 and Executive Order
12628. Its primery functions include providing common administrative and support services for
the EOP components
4, The OCIOQ, which is an operatmg unit of OA, provides around-the-clock customer
‘service for all EOP components and the Office of the Vice President, consisting of more than
3000 users aod customers, in excess of 200 serve;'s, and over 100 applications. Specifically, the
" OCIOis responsible for providing EOI; components with unified enterprise services such as
- producnon support apphcatlon development and support, office automatmn e-ma1l disaster
recovery back-up mformanon, Contmmty of Operatlons (COOP) support and mtranet |
' capabﬂmee It also prov1des coordmatlon of comphance programs for Federal Records, Federal
| Enterprise Architecture, and Information Assu’;rance. The OCIO ie also charged with protecting
and safeguarding the coolplex, sensitive but unclassified EOP net?voﬂe (EOP Network)
(including the infrastructure, web sites, remote access, and data).

' 5. As part of its email reeoi'd-keeping res‘ponsibiliti'es, the OCIO employs an
archiving procéss. .Since the phased deoloyment-of Microsoft Excilange as the email system for
the EOP Network, that 'erocess has entailed saving journaled emails to .pst files that are then |
maintained on the EOP Network '

B. The EOP’s Disaster Recovery Sy.s'tem C

6. Asa matter of good business practlces the EOP Network has been and continues

to be regularly “backed—up” onto disaster recovery back-up tape media as part of the EOP’s
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disaster recovery system. The back-ups eccur as a proteetive measure for purposes of restoring
EOP operations in the event of a disaster or cetastroiahic incident resulting in the partial or totai
loss of operating systems and data. OA’s process for c;'eat_ing disaster recovery back-up tapes -
(“tapes” or “back-up tapes”) has changed over time, @dergoihg periedic ilpgrades,

enhancements and impreveﬁlents. The data-types .c',ontained on the tapes include the server
software, sueh as operettrgg ssrstems and. applieations. The data-types e.lso'include files saved on
the server such as, for e:tttmple, email databases and/or email en\}itonment information.

7. j The purpese of the tapes créated and maintained by OA is to create a “snapshot”
of the EOP rNetwork, including its oﬁerating ‘system‘s', as ‘well as applications and data thereon, at
the point in time of the back-up. For ekample, the snapshot captures all email informa'tion
present on the EOP. Network in the joumals ’ the .pst archives, aItd the customer mailboxes at the

.time the back—up is created. In the eventofa d18aster or catastrop}nc mc1dent that results in the
partial or total loss of operatmg systems and data, these tapes could be used to reconstruct the
data on the EOI_’ Netwot‘k as it existed at the time of the last backjup. Thus, any reconstruction
following ba disaster or catastrophic incident should reflect the EOP Network at the time of the
last back—up Conﬁguratlon cha.nges system patches ‘anti-virus updates and other changes made
after the latest back—up but pnor to the disaster or catastrophic mc1dent would not be included on
tapes and,: thus would not be reflectedina reconstructed system. Snmlarly, any emails sent or
recewed after the latest back-up but pnpr- to the dlsaster or catastropmc incident may not be
backed up on tapes and, thus, may not be reflected i a reconstructed system. This Hﬁitation in
the disaster recovery back-up process is ‘censistent with industry standards for these types .of

disaster recovery systems.
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' -' 8 The back-up tapes have oeen used to restore information that is not otherwise
available on the EOP Network. When apphed to emall recovery, the process is complex, labor "
intensive and costly. By way of hypothe’ucal example, a request to recover a specific ﬁle(s) from
a partrcular date or date rainge w1th1n the period of 2003-2005 would be forwarded to the OCIO
The OCIO w_ould then ordmarﬂy consultla media database, similar to a catalogue or back-up tape
index, to identify a range of tapes that correspond to that request. In this process, the OCIO may
pull tape sets backed up prior to and/or subsequent to the target date period to ensure they have
| the full populatron of potential tape sets that- may contam the requested file. Addmona]ly, the

OCIO would then restore the data-type- enwronment, applrcable soﬂware and/or information,
and then conduct a search for the information requested
| C. Plamtzﬂ"s Clalms _ ;

9.  As Iunderstand the Complamt, plamtrffs allege that the EOQP failed to
eleciromcally archive some emarls in the penod 2003~2005 Plamuffs allege that OA created a
“detailed analys1s” of th1s‘ alleged problem See CREW Comp . 1[ 34; NSA Comp 9 32.

10. Iam aware of a chart created by a former employee w1thm the OCIO that purports
to 1dent1fy certam dates and EOP components for which ﬂ1e chart’s creator appears to have
‘concluded that certain EOP components were rmssmg emalls on certain dates in the 2003-2005
time period. Specifically, the chart appears to have concluded that sorne components on some

' dates had cither (i) a 1ower-than—expected number of émails preserv;ed in the normal electronic
archiving process, or (ii) no emails preserved in the normal electronic archiving process. I
believe this is what Plaintiffs refer to as the“detailed‘analys’is.” A

11.  The OCIO has reviewed the chart andhas so far been unable to replicate its

L

results or to affirm the correctness of the assumptions .underlying it. Accordingly, this office has
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serious reservations about the reliability of the chart. G1ven these concems, and the apparent

lack of supporting documentauon th1s ofﬁce has undertaken an mdependent effort to determine

whether there may be anomahes in Exchange email counts for any parhcular days resultmg from

- the potentral fa11ure to properly archive emails for the 2003-2005 t1me penod That procees is

underway a.nd we expect the mdependent assessment to be completed in the near term.

D. Responding to the Court’s Questzons

12.

In 11ght of this background I now turn to the four questions posed by the Court:

. Questlon No 1: Are. the back-ups catalogued labeled or otherwxse identified

to indicate the penod of time they cover"

It is possible to discetn an approximate time period of the latest information
backed up 1o a tape set by exammmg the 1nformat10n in the media database and
reviewing the mformauon for the last date on which data was written to an
md1v1dual back-up tape The medla database does not d1splay mformatlon that

md1cates ﬁxed 1dent1ﬁable penods of time. However the tapes are labeled with 2

.barcode, which correlates to'an entry in the media database and, in tum, to the
- information about the last back-up to a particular tape.

. Question No. 2: Are thevback-ups cata'logued, labeled or otherwise 'identiﬁed

to indicate the data contamed therem"

For each back-up tape the media database contains a ﬁeld 1dent1fymg the type of
server that is backed up. Although the iriformation in this field does not reveal
details about the data itself, it docs identify whether a particular back-up tape
should contain data relating to I\/[tcrosoﬁ Exchanée ernails and/or email

environment information. -
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c.f QueStion;No. 3: Do thg back-ups bontéin emails written and received between

| 2003-2005?

| Prior to October 2003 and conﬁnuing through 2005 and to the present, this office
has reéularly created ’back-up tapés for the EOP Net\i/ork; which includes the
sysiem’s email servers.. Consistent W1th industry best practices relating to tape
media management fdf disaster recovery béck—up systems, these tapes were
‘recycled prior to October 2003. In OctoBer 2003, this office began preserving_ and
~ storing all back-up tapes and continues to do so. For thét reason, emails sent or’ |
~ received m the 2003-2005 time 'i)eriod should be .c'on-ta:ined on existing back-up
tapes. | | |
. Question ﬁo. 4: Do the back—ups conts;in the emails said to be missing that
are the sﬁ;ajeét of thls lawsmt" [Footnote omitted.}
Asl understand the Complamt some emaﬂs are alleged to be missing from
electronic archives in the penod 2003‘-2005.- At this stage, this office does not
know if any emails were ndt propérly pfe_sérved in the archiving process. We are
continuing our efforts to d_etermine. whether there may be anomalies 1n Exdhang‘e
- email ;:oﬁnts for any particﬁlar days m 2003-2005 xl'esulting from the potential
faﬂwé to 1:"1"op¢rly aréhiv_eemails;» However, in viéw of this office’s practice in
the 20037.’2005 time 'peﬁod of regularly creating back-l_lp tapes for the EOP
Network; Wh'ich includes servers coﬁtéining emails, and in view of this office’s
prac’uce of preserving all such back-up tapw from October 2003 to the present,

- . the back-up tapes should contain substantially all the emaﬂs sent or recelved in

the 2003-2005 time period. -
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I declare under penalty of perjury, pursuant to 28 U.S.C. § 1746, the foregoing to be true

and correct.

Executed the /S day of Jamuary, 2008.

S - 'THERESAPAYTAN
o " Chief Information Officer
 Office of Administration, Executive Office
of the President '
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