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The current COVID-19 pandemic continues to raise many issues on employee privacy and how employers may 
balance processing their employees' data with ensuring safety in the workplace. The French Supervisory 
Authority (CNIL) has provided guidance on the methods that may be used by employers to collect and process 
health data from their employees (outside of medical care data) in order to detect possible symptoms related to 
COVID-19, as well as data relating to travel or events. In addition, more generally, the French Labor Ministry has 
published a “National protocol regarding the end of the lockdown for companies to ensure health and safety of the 
employees” (Protocol), in order to help employers manage the various tasks and issues related to the end of the 
lockdown and employees' return to work. This document does not have legal force, but sets out the general 
recommendations and principles of prevention regarding the protection of employees' health and safety in the 
context of the current health crisis.

Under the General Data Protection Regulation (GDPR) framework, the CNIL guidance available here in French) 
reiterates a number of core principles:

RESPECTIVE OBLIGATIONS TO ENSURE AND MAINTAIN THE HEALTH AND 
SAFETY IN THE WORKPLACE

Obligations Incumbent on Employers
In the private sector, Articles L. 4121-1 and R. 4422-1 of the French Labor Code (FLC) provide for a safety 
obligation incumbent on employers, which must implement occupational risk prevention, information and training 
actions. The company and its legal representatives are criminally liable for the employee security obligation. 
Employers that fail to provide employees with safe and appropriate working conditions would face a court risk and 
could be held liable for not ensuring the employees' safety and security on the workplace. Since 2015, the French 
Supreme Court has held that the employer's obligation with regard to employees' health and safety is an 
enhanced best efforts obligation (obligation de moyen renforcée). Therefore, the employer can avoid liability by 
proving that preventive measures have been implemented. French Supreme Court case law holds that the 
employer has complied with this legal obligation to take the necessary measures to ensure the safety and protect 
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physical and mental health of employee when it is demonstrated that he has taken all measures to prevent, adapt 
and provide information on the risks, in accordance with Articles L. 4121-1 and L. 4121-2 of the FLC.

In the context of the current pandemic, the employer's safety obligation is more topical than ever. In order to 
comply with this mission, employers have the right to process personal data, albeit only when strictly necessary to 
foster that purpose. In this respect, the CNIL encourages employers to regularly consult the information and 
recommendations published by the French Labor Ministry, in order to better understand their obligations in this 
period of health crisis.

According to the CNIL's position, employers are entitled, in this context, to:

 Remind their employees, when working in contact with other individuals, of their obligation to report to 
their employers or the competent health authorities in the event of actual or suspected contamination, for 
the sole purpose of enabling working conditions to be adapted in consequence;

 Facilitate the transmission of this feedback by setting up, if necessary, dedicated and secure channels; 
and

 Promote remote working methods and encourage the use of occupational medicine.

Obligations Incumbent on Employees 
On the other hand, Article L.4122-1 FLC provides that each employee has a safety obligation which requires them 
to preserve not only their own health and safety, but also, the health and safety of other individuals with whom 
they may come into contact in the course of their professional activity, be it other workers or customers. However, 
in practice, employers might be in a delicate situation if they were to take disciplinary sanctions against these 
employees, and they might face labor court actions.

While French employees are usually only required to provide an illness certificate, which does not provide any 
specifics on the health status other than inability to work, the CNIL understands that the contagiousness of the 
COVID-19 pandemic mandates self-reporting be more specific to enable employers to take any measure required 
to ensure the safety in the workplace.

However, this reinforced duty to provide information does not extend to individuals working in isolated conditions, 
e.g. without contact with other individuals and/or working remotely. For such "isolated" workers, the classic rules 
of labor law apply and employers are not allowed to mandate such disclosure of personal data.

THE PROCESSING OF COVID-19-RELATED PERSONAL DATA BY EMPLOYERS 
When organizing the return to work, employers are encouraged to facilitate dialogue with its employees and 
employee representative. Employers may require certain information, and may ask employees to inform the 
company's management of, in particular, any travel to risk areas and risk factors related to their health or 
relatives. However, this organizational requirement must be compliant with the GDPR for the processing of 
employees' personal data.

In any case, employers may only process elements related to (i) the date, (ii) the identity of the person, (iii) the 
contamination status reported by the employee, and (iv) the data related to the organizational measures to be put 
in place.

https://www.legifrance.gouv.fr/affichCode.do;jsessionid=618888055A0A795457514893ADDACE67.tplgfr38s_3?idSectionTA=LEGISCTA000006178066&cidTexte=LEGITEXT000006072050&dateTexte=20171001
https://www.legifrance.gouv.fr/affichCodeArticle.do?idArticle=LEGIARTI000006903153&cidTexte=LEGITEXT000006072050&dateTexte=20080501
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The CNIL emphasizes the particular sensitivity of health-related data, which is considered a “special category of 
personal data” under Article 9 GDPR, and thus requires processing under robust conditions of security and 
confidentiality, as well as limited access to authorized personnel. Consequently, employers wishing to take steps 
to ensure the health of their employees must rely on their occupational health service.
Processing operations pertaining to such special category of personal data is, by principle, prohibited under 
GDPR, unless they fall within one of the exceptions provided under GDPR, namely:

1. Consent of the individuals, which is always a difficult basis when processing employees' personal data;

2. Necessity to carry out the obligations in the field of employment and social security and social protection 
law in so far as it is authorized by Union or Member State law;

3. Necessity to protect the vital interests of individuals when physically or legally incapable of giving 
consent;

4. Legitimate activities of nongovernmental organizations and other associations;

5. Processing relating to personal data that is manifestly made public by the individuals;

6. Necessity in the context of legal claims;

7. Necessity in the context of substantial public interest;

8. Necessity for the purposes of preventive or occupational medicine, for the assessment of the working 
capacity of employees, medical diagnosis, the provision of health or social care, or treatment or the 
management of health or social care systems and services;

9. Necessity for reasons of public interest in the area of public health, such as protecting against serious 
cross-border threats to health or ensuring high standards of quality and safety of health care and of 
medicinal products or medical devices; or

10. Necessity for archiving purposes in the public interest or scientific or historical research or statistical 
purposes.

In the context of the pandemic, the CNIL highlights that (2) and (8) would be the only relevant bases to ensure the 
safety in the workplace.

In that regard, the coordination with health authorities, as potential recipients of the data, is authorized, to ensure 
the medical care of the exposed person. Nevertheless, the identity of the individual, effectively or presumably 
infected, must not, under any circumstances, be communicated to other employees.

Considering that GDPR and its French implementation only apply to automated processing (particularly computer 
processing) or to non-automated processing where a physical file is materialized, this means that the simple 
verification of temperatures prior to access to premises would not trigger application of GDPR insofar as no trace 
of this check is kept and if no other operation is carried out. On the other hand, any automated temperature 
verification, such as through use of thermal cameras, would be subject to GDPR. Given that other less intrusive 
methods to achieve a similar purpose exist, they may not pass muster for the data minimization tenet of GDPR.

ACTION POINTS 

https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e2051-1-1
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Based on the CNIL and French Labor Ministry guidance, the following could be considered by employers in order 
to effectively and efficiently organize their employees' return to work:

 Transparency: Employers must remain fully transparent with regard to the processing operations 
implemented and provide the relevant information through dedicated or amended privacy notice;

 Temperature tests: In principle, temperature logs pertaining to personnel, visitors and customers, as well 
as automated temperature verification (e.g. through thermal cameras) are not authorized. Indeed, the 
Protocol published by the French Labor Ministry provides that systematic monitoring of employee 
temperatures is not recommended. However, if the employer is willing to set up temperature controls at 
the entrance of the company, it is necessary to (i) post an information note for the employees, and (ii) 
provide employees with sufficient guarantees (i.e., prior information regarding to the maximum 
temperature allowed in the premises and the consequences of a positive control, compliance with the 
GDPR, etc.). Such controls of temperatures could be implemented within the framework of a more global 
policy stating safety measures in order to preserve the employee's security and safety when returning to 
work ;

 Screening test: The Protocol considers that screening tests at the entrance to the company's premises 
are not authorized (several groups had announced that they would provide screening tests for their 
employees);

 Access: Only relevant departments within the company may access the health data collected in the 
context of COVID-19. Notably, for larger companies, only aggregated and deidentified data, which may 
not allow any identification of the individuals, can be shared more broadly within the organization;

 Continuity plan: Any continuity plans considered by a company must include specific measures aiming at 
protecting the safety of employees and identify the essential activities and individuals that must be 
maintained in order to ensure continuity of service, with such continuity plan, or any professional travel 
authorization, containing only the personal data necessary to achieve this objective; and

 Transfer: Employers may only communicate such data to qualified health authorities upon request. While 
no direct communication to health professionals is authorized, employers should direct their personnel to 
engage with these health professional directly. Similarly, any exchange between individuals and health 
professionals remains covered by professional secrecy and may not be communicated to employers (e.g. 
screening or serological test results), except in the framework of self-reporting by employees.
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