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HAMBURG DATA PROTECTION SUPERVISORY 
AUTHORITY ISSUES RECORD-BREAKING €35 
MILLION FINE AGAINST H&M

Date: 23 October 2020

German Data Protection, Privacy, and Security Alert

By: Dr. Thomas Nietsch, Claude-Étienne Armingaud

As announced by a press release dated 1 October 2020, the Hamburg Commissioner for Data Protection and 
Freedom of Information (HmbBfDI) has issued a fine of €35,258,707.95 (approx. US$41.2 million) against H&M 
Hennes & Mauritz Online Shop A.B. & Co KG, a Hamburg-based subsidiary of Swedish fashion and textile 
company H&M.

This is, so far, the apex of Germany's participation in the ongoing race among European data protection 
authorities to issue higher administrative fines for violation of the EU General Data Protection Regulation 
2016/679 (GDPR). GDPR has implemented a dissuasive liability regime for violations of its provisions, which may 
reach up to a maximum of €20,000,000 or 4 percent of the annual global turnover of a company (where a 
company is to be interpreted in a broad fashion, which may also include affiliated companies active in the same 
business).

The cause for the proceedings initiated by the HmbBfDI was the alleged conduct in a service center operated by 
H&M Hennes & Mauritz Online Shop A.B. & Co KG in Nuremberg, which was made public by various press 
reports. Allegedly, since 2014, certain managers at the Nuremberg service center had conducted on a regular 
basis so-called “Welcome Back” talks with their employees following their recreational or sick leaves, inquiring 
about, and also recording in detail, the underlying reasons for their leave, as well as their experiences. These 
talks provided detailed insight into the private and family lives of the employees, which were subsequently shared 
with other managers and used, inter alia, in employment-related decision-making processes. This practice came 
to light when the data, which represented around 60GB, was accidentally made available within H&M for several 
hours in 2019. 

In its decision, the HmbBfDI did not disclose the calculation model used for the specific fine. Nevertheless, it 
stated that H&M took “unprecedented corporate responsibility” when becoming aware of the violations in the 
Nuremberg service center, including payment of consideration to affected employees and implementing a new 
data protection compliance regime. Despite the nearly unprecedented violation of the private life of employees, 
such remediation would have materially minimized the potential amount of the fine. Indeed, while substantial, the 
fine probably is estimated to only represent under 1 percent of the total global turnover of H&M. However, the 
HmbBfDI still considered the fine of around €35 million as adequate, relying in this regard on the intention to deter 
other companies in the future from violating employees' privacy. H&M now has the opportunity to appeal the 
decision of the HmbBfDI within 14 days after delivery of the decision. However, given the severity of the breach 
and the relatively low volume of the fine (at least from a percentage point of view), this appears unlikely.

https://datenschutz-hamburg.de/
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN
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Despite the major theoretical fines provided under GDPR, the decision by the HmbBfDI emphasizes again how 
important reactivity, cooperation with the data subjects and supervisory authority, and post-breach compliance 
efforts can be to effectively mitigate risk exposure.

If you are interested in learning more about how to prepare against the risks associated with a data breach, K&L 
Gates' global data protection team (including in each of our European offices) remains available to assist in your 
preparation and remediation efforts.
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This publication/newsletter is for informational purposes and does not contain or convey legal advice. The 
information herein should not be used or relied upon in regard to any particular facts or circumstances without first 
consulting a lawyer. Any views expressed herein are those of the author(s) and not necessarily those of the law 
firm's clients.


