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INTRODUCTION

On May 23, 2017, the Commodity Futures Trading Commission (“CFTC” or “Commission”) adopted amendments
to its general regulations regarding the retention and production of regulatory records, which are set forth in CFTC
Regulation 1.31 adopted under the Commaodity Exchange Act (the “Act”).[1] The CFTC's goals were to make
these regulations more flexible and technology-neutral so that a person required to maintain records, which the
CFTC refers to as a “records entity,” can take advantage of enhancements in information technology. The
amendments eliminate outmoded technical requirements that had applied to electronic regulatory records,
including: (1) that they be kept in their native file format; (2) that they be preserved in a nonrewritable,
nonerasable format, known more commonly as the "write once, read-many," or "WORM" requirement; and (3)
that records entities enter into an arrangement with a third-party technical consultant capable of furnishing
electronic regulatory records to regulators promptly upon request. In response to comments, the CFTC revised
its proposed amendments[2] (1) regarding the definition of “regulatory records,” (2) by deleting a provision that
would have required specific written policies, procedures, and training regarding records, (3) by deleting a
provision that would have required a records entity to establish systems that maintain the “chain of custody
elements” of electronic regulatory records, and (4) by reducing the retention period for electronic pre-execution
communications regarding swaps. The amendments will become effective on August 28, 2017.

CHANGES TO THE PROPOSAL
Regulatory Records

The CFTC specifically requested comment on whether it should define the term “metadata,” i.e., data about

data. The CFTC decided not to define metadata at this time, a view supported by most commenters, and stated
that the “definition of 'regulatory record,’ i.e., all data produced and stored electronically describing how and when
[required] books and records were created, formatted, or modified, is sufficient.”[3] The CFTC also clarified “that
a records entity only has the obligation to maintain data about a regulatory record after it is created and not about
the record before it becomes a regulatory record,” so a records entity need not retain drafts made while creating a
record.[4]

Policies and Procedures

The CFTC decided not to adopt a specific provision regarding policies and procedures for regulatory
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records. The CFTC proposed to require each records entity to establish, maintain, and implement written policies
and procedures reasonably designed to ensure compliance with Regulation 1.31. As proposed, the written
policies and procedures would have required appropriate training of officers and personnel of the records entity
regarding their responsibility for ensuring compliance with Regulation 1.31, and regular monitoring of such
compliance. The CFTC stated that Regulation 1.31 sets forth the form and manner in which regulatory records
must be kept, the retention period for various types of regulatory records, and the standards for production of
regulatory records, and thus, as many commenters suggested, written policies and procedures are
unnecessary.[5]

Form and Manner of Retention

The CFTC proposed to adopt additional controls regarding electronic regulatory records to ensure their
authenticity. One of these was a requirement that a records entity establish “[s]ystems that maintain the security,
signature, chain of custody elements, and data as necessary to ensure the authenticity of the information
contained in electronic regulatory records and to monitor compliance with the Act and Commission
regulations.”[6] The CFTC adopted the additional controls, but decided, in response to comments, to delete the
“chain of custody” phrase, concluding that the phrase would cause confusion because it currently exists as a legal
evidentiary standard and that the concept is adequately covered under the definition of regulatory records.[7] The
CFTC also clarified the last portion of that provision, noting “that the requirement is to establish systems that
maintain the security, signature, and data regarding electronic regulatory records to ensure that the records entity
can monitor compliance with the Act [and] is not a stand-alone obligation to 'monitor compliance with the Act and
Commission regulations.”[8]

Duration of Retention

Regulation 1.31 has generally required that records be maintained for a period of five years and be readily
accessible during the first two years of that five-year period.

The CFTC determined that electronic regulatory records must be readily accessible for the duration of the
required recordkeeping period, not just during the first two years.

In addition, records related to swaps generally have been required to be maintained during the life of the swap
and for five years thereafter, but records of oral pre-trade communications for any commodity interest (futures and
options on futures, as well as swaps), as described in CFTC Regulation 1.35(a)(1)(iii), need only be maintained
for one year. The CFTC specifically incorporated the retention period for records related to swaps into Regulation
1.31, thereby permitting the CFTC to make a technical change to delete the redundant retention periods for swap
dealer records from CFTC Regulation 23.203(b).

Further, the CFTC determined to make an additional revision to the Proposal regarding certain swaps
records. Swap dealers will only be required to maintain electronic pre-execution written communications records
for five years from their creation, a change from the current standard of the duration of the swap plus five years.[9]

APPLICABILITY
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.......................

The CFTC states that the amendments to Regulation 1.31 “[do] not override other methods of maintaining records
that may be specified elsewhere in the Act or other Commission regulations. Thus, commercial end-users that
are records entities, for example, may continue to maintain records in accordance with their current practices if
such are permitted by the Act, Commission regulations, or existing relief or guidance.”[10]

The CFTC reiterated that a records entity includes any person required to maintain records under the Act or
CFTC regulations, even if that person is not required to register under the Act.[11] The CFTC also noted that,
even if a records entity uses a third-party recordkeeper, “[i]t is ultimately the duty and responsibility of records
entities to ensure accurate and reliable records [and] that registrants are subject to a duty to diligently supervise
all activities relating to its business as a Commission registrant, pursuant to [Regulation] 166.3.”[12]

The CFTC confirmed that the amendments to Regulation 1.31 do apply to existing records, but given that the
amendments are designed to maintain or reduce regulatory burdens, the CFTC believes that the amendments do
not impose any additional costs on records entities.[13]

ISSUES NOT ADDRESSED

The CFTC did not address the requests of certain commenters for amendments to the recordkeeping
requirements for commodity pool operators and commodity trading advisors in Part 4 of the CFTC's regulations,
or for additional guidance regarding requests for source code information,[14] deeming both requests outside the
scope of its rulemaking.

CONCLUSION

The CFTC's amendments to Regulation 1.31 should provide records entities with greater flexibility in how they
maintain records and prevent the regulation from becoming outmoded as information technology continues to
evolve. Although the CFTC did not adopt all of the suggestions of commenters, it may have an opportunity to
reconsider some of them as part of other rulemakings or Project KISS, the ongoing agency-wide review of
regulations and practices intended to make them simpler, less burdensome, and less costly.

Notes:
[1] 82 Fed. Reg. 24479 (May 30, 2017). CFTC regulations may be found in Title 17 of the Code of Federal
Regulations. The document announcing the amendments (“Final Regulations”) is available by clicking here.

[2] 82 Fed. Reg. 6356 (January 19, 2017) (“Proposal”). The Proposal was a response to a petition for rulemaking
filed by various industry trade associations dated July 21, 2014. The authors of this Alert assisted the trade
associations with the drafting of that petition as well as with a comment letter on the Proposal.

[3] Final Regulations, at 24481.
[4] Id.
[5] Id.
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[6] Proposal, at 6366 (emphasis added). This was proposed as paragraph (d)(2)(i) of Regulation 1.31, and the
revised final version of this provision is set forth in paragraph (c)(2)(i), due to the fact that, as discussed above,
the CFTC determined not to adopt the policies and procedures provision contained in proposed paragraph

(b). Succeeding paragraphs were redesignated accordingly.

[7]1 Final Regulations, at 24482—-83. The other principles-based controls require records entities to establish and
maintain (1) systems that ensure the records entity is able to produce required electronic regulatory records and
ensure the availability of such records in the event of an emergency or other disruption of the records entity's
electronic record retention systems; and (2) an up-to-date inventory that identifies and describes each system that
maintains information necessary for accessing or producing electronic regulatory records.

[8] Id., at 24483. The CFTC stated in the Proposal that the provisions pertaining to the form and manner of
retention are not new and are consistent with certain Securities and Exchange Commission (“SEC”) requirements
for investment advisors and investment companies. See 17 C.F.R. §275.204-2(g)(3) and §270.31a-2(f),
respectively. However, those SEC regulations do not include text referring to chain of custody elements or
monitoring of compliance with relevant securities statutes and SEC regulations.

[9] Id., at 24482.

[10] Id., at 24483.

[11] Id., at 24480.

[12] Id., at 24482.

[13] Id., at 24485.

[14] See Regulation Automated Trading, 81 Fed. Reg. 85334 (November 25, 2016).

This publication/newsletter is for informational purposes and does not contain or convey legal advice. The
information herein should not be used or relied upon in regard to any particular facts or circumstances without first
consulting a lawyer. Any views expressed herein are those of the author(s) and not necessarily those of the law
firm's clients.
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